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^Assistant Commandant ( IS-TJ 
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•y Dir of Comm Research (lS-3) 
Control 0 (IS-IA) 

Fiscal 0- (IS-IB) 



Administrative 0 (IS-2) 
Post Adjutant (lS-2) 



Intelligence 0 (iS-Zj 



Provost Marshal (IS-2T" 
2d Sig Serv Bn (lS-6) 



Chief, Pers & Tng Div ( IS-4 ) 
Chief, Pers Br (IS-4A) 
Chief,- Tng Br (IS-4B) 

O/C 0 Pers Sec (IS-4CJ 



Chief, Oper Serv Div ( IS-5) 
Chief, Coram Br. (lE) 

Chief, Lab Br (ID), 



Chief; Machine .Br ( IN) 



Chief, Supply Br ( IS-5A) 



■ O/C SSA Mail Unit (IE-2D')~ 

Chief, Security Div (lS-8) 

Chief, Prot Sec Br (AP) 

V Chief, Crypt Mat Br (icX 



Chief, Equipment Br ( IF) 
Chief, Comm Sec Br (IS-8A7" 



Chief-, Intelligence Div (IS-'OT" 
■ Chief, Lang Br (iB-l) 

Chief, Mil Crypt Br (lB-2) 



Chief, Gen Crypt Br (lB-3) 
Chief, T/A an^^;sS¥:zCTS-i) 
Chief,- I ><^3r ( m ) 
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Chief, Security Div 
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Chief,’ Development Br 
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Chief, t/A and Control Br 
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Col . Corderman 



Memorandum 



1. Some time ago^ at the suggestlcpn 
of Colonel Clarke, I undertook the pre- 
paration of a brief history of the 
Signal Intelligence Service. This has 
just been completed and the original 
copy is attached hereto. I presume 
that Colonel Clarke would still like 
to see this study. 



Name, Division or 
Branch, and Date 



2. I have two additional copies^ 
complete with exhibits, which are 
available for such purposes as you 
desire. 



5. Mr. Wahl, who is -preparing a 
detailed historical study of crypt - 
analytic work in the Army, would like 
to take advantage of this brief survey 
which has been made. Are there any 
objections to- my letting him have a 
copy? 




Attchd: 
Paper w/5 
tabs 



W. F. Friedman 
Dir. Com. Res. 
SPSIS-5 
12 July 1943 
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HEADQUARTERS ARLINGTON HALL STATION 

ARLINGTON, VIRGINIA SPSlS-1 

DATE' 



INEOR!:!AL llEI'iO FORj Mr. Friedman: 

I wonder if Mrs. Highley couldn't finish this 
job? 1 have finished the re-typing, but it has not 
been proof-read, nor stamped SECRET. 

Attached is a carbon of the first draft, which 
I took the liberty of marking up. This nffirely con- 
sists of changes in arrangement of sentences, and you 
may or may nor find it of use. Colonel Corderman 
read the original and made no comments. Just dopr this 
in the wastebasket if you don't want to bother. 

Attached also are additional copies of the tabs 
which I had made. You will note they are clearer than 
the others, as I had them made from G-2 copies or 
originals. 



M. Dyer 



W» Preston Gorderman 
Cblonelp, Signal' Corps- 
Coirananding 



RESTRICTED 



CONFIDENTIAL 



SEORET 







Col.Corderman 1. Some time ago at the suggestion 

of Colonel Clarke I undertook the pre- 
paration of a brief history of the 
Signal Intelligence Service, This has 
just been completed and the original 
copy is attached hereto. I pres\ime 
that Colonel Clarke would still like 
to see this study, 

2, I have two additional copies 
complete with exhibits which are 
available for such purposes as you 
desire. 

5, Mr. Wahl who is preparing a 
detailed historical study of crypt- 
analytic work in the Army would like 
to take advantage of this brief survey 
which has been made. Are there any 
objections to my letting him have a 

copy? 

• 

Attchd: 

Paper w/5 
tabs 



w, F. Friedman 
Dir. Com. Res. 
SPSIS-3 
12 July 19^3 






A BRIEF HISTORY OF THE SIGHAL IHTELLIGENCE SERVICE 



1. Prior to June 1917 no department of the Government conducted any 
cryptanalyiiic activities whataoever. Prom June 1916 to about December 
1920 a considerable amount of work alony these lines w#>s conducted purely 
as a patriotic enterprise and at his own expense by !,?r, Beorge Pabyan, 
whose Riverbank Laboratories at Geneva, Illinois, organized ind provided 
elementary training for a small group of amateur cryptanalysts to work 
upon such codes end ciphers as were forwarded by the War, Navy, State, end 
Justice Departments. The group soon became somewhat proficient ind gr®* 
in numbers, at one time reaching 30 persons. The undersigned directed the 
cryptanalytic operations and training at the Riverbank Lalioratories from 
t he id Lw w-^ the inception of this work until its close thewwt in 1920, 
except for a period of a year (F^ay 1918 - May 1919) when he'wae 1st Lieut., 
MID, s e rvi ng at GHQ-AEF in the German code solving section. 

2. a. In Jme 1917 the cryptanalytic activities of the War Depsrt- 
ment were initiated by Colonel Van Daman, G-2, with the comr is signing of 

, Rt 0. lardley, a telegrapher at the State Department who had’^taken some 
« wf C 7 iaterest in cryptography, who was given two civilian employees to assist 
him. The work grew rapi^y and by the autunn of 1917 the increased staff 
was organized as a section designated an which was aBhdivided into 

six subsections; 

Subsection 1. Code end cipher solution 

• 2, Code and cipher compilation 

« 3* Training 

• 4. Secret inks 

" 5* Shorthand end miscellaneous 

" 6. Communications (for MID only). 

b. The functions and duties of these six subsections ?iay be 
briefly outlined; 



(1) The code and cipher solution subsection was what would 
now be called the cryptanalytic subsection. It wr=s the largest of the sub- 
sections of J.lI-8 and perfonaed tie cryptanalytic work not only for the War 
Department but also for all other Government departments, including Navy. 
State, Justice, end the two censorships— -Cable and Foetal , which were then 
separate organizations . 



(2) Despite the fact that under Army regulations the com- 
pilation .'-nd revision of codes was a function of the Chief Siynal Officer 
compilation activities under the Signal Corps were ^parentI3n.a a noribund 
state. Information having been received tiiat the GelnlinS'’'possessed copies 
of the War Department Telegraph Code, 111-8 deemed it advisable to establish 
a code compilation subsection, end that subsection produced several codes 
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such as l^illtary Intelli^euce Codes do, 
for secret agents, !f.nd the like. 



5 «ud Ho. 9, small pocket codes 



< 

f 



(3) In addition to training own personnel, tll-S trained 

personnel s.fiaifa.,ayaraBa.' i for cryptanalj-tic duties with 
f orce^^rljotn ^ AEF toad Siberia. It nust be mentioned, however, tiiat 
approxifi tely 65 officers were trained at Riverbank Lal jgr^jtp rles, where 
a six-week training course in cryptanalysis was gly^ prior 

to their sfaijpaant ^e v ame srs./ 

(4) A laboratory was established for the preparation of 
invisible inks for use by our own agents. It pIso examined letters for 
secret writing jpnd an average of over 2000 letters per week wS^^ examine 
for the military ^nd postal censorship from July 1, 1918 to February 1, 
1919. 



(5) The shorthand subsection w^s organized to captured 




(6) The comruni cations subsection was est-^blished in MI-8 
for handling messages to and from military attschos and intelligence offi- 
cers serving abroad. In a period of nine months it sent end received about 
25,000 such messages, practically all in code. 



3. At the height of its development, which was reached in November 
1918, HI-8 was, for those days, a rather large unit, consisting of 18 
officers, 24 civilian cryptographers and cryptanalysts, end 109 typists 
end stenographers., The time had come for the esteblishaent of a definite 
policy .for the fut\ire. Now, the guiding heads of liilitsxy Intelligence at 
that time fully recognised the high importr.nce rnd value of the seiTices 
rsndeycd ^)y^;th^,m-o cryptanalytic bureau, because they had been iii posi- 
tions'«m»tne^roducts o f ~^ i he - ^ ^ iiairlx~ i%ctiviti ^ ,^ f the bureau,^ a amo d ^ ro a tAy 
t o-Jthwi i~- n ecta? oo ^aad. -they -eacld n e t fAil Eg*Tie% e thewinfluenca and bearing , 
wbiwk. thw 'w wgte . . ]u . d , not only upon the military i=nd naval, lut &lso upon 
the diplomatic, political, rnd economic phases of the conduct of the war. 
They therefore had practical experience in the natter Did could bring the 
weight of the^ p et itions of infltifince ..nd their actu«>l experience to bear 
upon those I^e1iw.rggi af- the purse strings, with the result that they were 
able to ol?tain funds sufficient to keep a fairly large organization intact 
for a year or two. An annual appropriation of $100,000 was recomoended 
ia a meooranduai for the Chief of Staff from the A. C. of S., G-2, dated 
May 16, 1919>(Tab A attuched) to be used as follows! 
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OLUHLI 



light, #ind heat 
Reference hooJcs 



i 3,900 
100 



Persoimel: Chief (Yinlley) 6,000 

10 code nad cipher experts 

-3 ^3,000 ^ 30,000 

15 code r-id cipher experts 

a ^,000 30,000 

<5 clerks 

3 $1,200 30.000 



$ 100,000 j V 

The ite<;^ for *reiit, li^ht, ■ nd he?-t» explaln ^^o yhea yj 1» ^aot e d--thxt * 
the bvircr^u iy -c te he - noveA fror.i Trshington with n view to hiding its 
existence. Of the fl00,000 roc^’seaded, ;:he Gtr;te Departeeat wsa to pro- 
vide $40,000 .'’nd $60,000 w.ns t<^rovlded for oxpenditiire by the 4. C, of 
S., G-2 on •confidential neaorande* against funds pertfiinlng to •Contin- 
gency Military Intelligence Division* ~ thr^t is, by vouchers not subject 
to review by the Cor.ptroller Goacr.:!. The paper contsining tho recoffinendR- 
tions H!t<de by the K» G. of S., G-2 to tho Chief of Staff r?ns «0K-ed* and 
initialled by Acting Seoret*<ry of Strte Polk oa 17, 1919, fnd within 
three d?>ys of the initia tion of the paper 19) it w*-*? approved by the 
F.ecrotsrj" of Vr.r over the sigrv ture of General Jtarch^ Chief of Steff (see 
top sheet of Tab A) . Mext c^ne the <^uestion of «otually obtaining th* 
funds. In this connection Tcb B shows cony of a letter dated May 24, 

1922 from the then Secret.-, of State to Senator Wadsworth, who was Ch^'.irmen 
of the Senate Appropriations Conr ittee. With zh<} letter went a special 
nemor;‘ndu* ’ nd a cop: of it is Included in ?. b B. Kvidently thta funds ware 
obteined* The plan w^s put into effect, the bureau wrs installed in a private 
house at 22 East 38th Street, Now York City, nd all personnel to get he r with 
existing r-oords were roved thereto. , 



4. The foregoing funds toDk eniTnij of bht bureru fer the FX 1920, but 
when in Jui^e 1920 it cane ti"Je to set up th.^ Inidget for FY 1921, Uie purse 
atrinps were alr'aiy beginning to be pulled tighter, Kany of the "old- timers® 
in G-2 h:\d pone to othr.r - sgiynasntsj those remaining ■ nd thfe newcoisers in 
G-2 app;':rontly did not h?ve l«,ckf,round of the. stor^*, nor the foresight 
and the influence to press the n tter so fe r us the ?T«r Depsrtaent w a con- 
cerned. The i-ppropriatiou was •'■.t once cut in hrlf , tJr't is, to $50,000, 
of which the Stftts Depnrtucnt shF.re still continue^l to be $40,000. It is 
possible that the G-2, thesis b bh' t since the 7ork done bv the bureau was 
priaarily, if not solely, for of interest to the Sts U- .. 

that period in our affairs, all or n-arly all of the ;.unds should V® 
by that dep$.rb:.ent. The W«r Dep&rtiaeat overlooked Bone very ia^^nt^ints 
d the situation — noints ^hich will be brought up J.nd esp^^fi»fd later 
in this suaaary. Hear the close of FI 1921, when it .ppesred th-t 
contraction in funds could be rntioipated, «m attempt was ri' -.e to on-^ain 
St-te Depsrtaent support before Congressionpl appropriations coanaittecs, and 
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the A. C. of S., G-2 succeede-i in the Secret' r;[ of Ot-ite to 

write K lettf;r to the Ch-d-rnf-n of the tyns.tc Approjrii-tions CoJs::iittee* 

A oop:' of this letter is tt ched rs T^ib B, Tho A, C. of 5., G-£ flso 

which 




iaprea»»»f for th^ro »ns not, in FI 192^2, nnothc-r sharp dSc^STin foods 
allotted for cri'ptaaalj^tic work. Hoover, in or-'ler not to I'reek tho con- 
tinuity of the histor;;.; c t this pointful arrel: he «t,' tod th' t yesr l>y 
ye,'-r the fun-ja y'ovided for the siwint- nonce uv oper'ition of the burse 
bec^i:i 0 r;oro 2 ul more constricted, ^ the :utunn of 19?9 th^IrToIlowiag 
tetulntion, hi ted u. oa ^ letter d' ted July 17, 1929 fron 
l^if hty G-; , to the Chiot Sifusl Officer fCi^err-l Gitbs^ a 
■"ra&u had been i^emCttvd^ to deterior te 




Rant 


1 3,000 


Books, I'OOtr.ge, trfvVel 'nd 


tr; nsportr.tion, jaioe. 


2,370 


Perooxmeli 


1 Chief {Inrdioy) 


7,500 


1 code & cipher expert 


3,660 


1 trfinsletor (Jrp) 


3,750 


1 saorotriry 


1,800 


1 clerk-typist 


1,600 


1 derk- typist 


Im22£l 

125,000 



5. Of tho toVsl -?p;roprintioa of ^5,000, the Stete Dep*rto«at fur- 
nis> »i ^SpOQO. the ??ar Depr^rtecat §10^000 activitl g of the bureau 
h.‘-d( ^^thls ti^!^ ;ec^e >?o r<Klugfict: t?tft.t xx,whc sojiding in or*ly oco^sioard 
tranriatinrrs-T^n fow J'p^meoc ! ud u few J^fexiasn diploir^tic jfteaaoi;es. No 
rwssrrch wh’^tsoev&r it's conducted in eryptonalysia; there wore no training 
setivitioe, no intercept, no direction-finding studies^ no secret ink work. 
The personnel consisted of rvix peraons ';li told) • nd 37^ of the totel pay- 
roll went to ouG who hrd little interest other thru to eontinxie «a 
long :'3 poasiMc: to scinV.in himself in the sinticure into which he had been 
i>ermitted to estfr.tlish hifaself , flo not oivIy\ hi-d hto- w cll ^ pti-ylflg O oi eii S U ant 

■n pt^*Tf4-np ^ ^n^^ .ir . - ij ■rf^ ry i h^o l wA - ^.uj.il.LVU. t '| u n . — 



6, la the Gun rjgji^n f 1929 Kr jor 0. R. Ali rit.ht, Signal Corps, was 
assigned to sEaSj on th staff of the A. C. of S., G-2 to supsnrlss 

and coordinate such of the crypto<^>phic -nd cryptw;ial:.-tie rotivities of 
the fffir Dt?p;:r t:- >-ut After e caref\jl of the situation rnd 

an appraisal of exa cryptenaly tic bureau^ w vs wioil w . *» e not oerwing 
t ^ r^ li -iv - d boon -or sh e ciH«''be lutnn dgd^ 

6m9 to t^y conc^^aion thr:^ e ntii^c pi e tura w 
bull 0 tin"f which the lurenu wys 

ly was iadcitwi of prir rj interest C eg_jJttt- s ii iiw i >sa]:o to ths St-te DepertBent/ 
ynd whti i C the TTsr Department h'*d only • secondary interest in the 

infornr.tion it'gs^e, the priE^jy interest of the Wnr Depertiaeat in 




Kojor Albright . 
H» rfsl4;=:Ua ct ^ 

''^saSsf- intrrsnittent- 
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crypt«n*lytle etudiea in pe.'iee wria ' 'jji-'.’t in-..- Ij^ba^Jg^ T to eini&g® 

in research ' ad to - proYO hd *. r -l e te ttij" F®r trrintng speci&llxed persounol 
for imedlate Wftr-tiia« effectiveness . ifejor iilhricht fotmi th' t not only 
was there very little if any tr'-iniiifi V.cinc conducted lut f'lso thsit all 
persona iji the hureau, ex^^t f qg^c^rl^raceivias the least pay, wore 
"£;ettlr^ .'O-ong in yonrs* — tharf'^^jjo^entif 1^ usefulness for possit'le wartiae 
nerYice»prfnt<ni31^’~ Piii . Ltoreovcir, the Iweau w,^s now hidden away in a 
pul lie office Itdldiag in Now York (under cover of the "Code Conpiliition 
Coapany** for !',lloj:ed purposes of security) nl f r r?wa:> fror*. direct auper- 
visiou of anytod;; - ■ cojaiiQptrd _j^p:~rtnent or of strdbhht 



Yardley devoted siont of his tiree to two or three privato enterprises, 
(coamercial code compilation, real estate hrokerege, consultant ir. cod© 



natters t o co»Korcigl firas) and fee- whs having a "field day" at GovemEent 
expense. /^-^ere ^fere^c Xtt agaitioi^ sevv^ral other Teiphty fectors which 
ootiveted Stejor Albrl^til in preparing a 0-2 study (Tab C) recognepding tbst 
the Irureau bo ‘ takon out of G - T- ^nd its fvin,ction3%rfjisferred3^o tne’^Signul 
Corps* C^iief aaong those wes the desirability, if not nscessity, of placing 
all cryptographic and cryptanalytic work of the Wt r Doi^ rtoant under one 
agoiicy, r{(ther tijan distriluting It aaong three (The Adjutant General, for 
printing, storage, issue, .'nd accovmting of codesj the Chief Signal Officer, 
for conipiling codes fiici ciphers; Military IntcHi£<'.ace, for solution of 



codes ; nd ciphers). 

Col. W, K. Wilson of 
attached hereto (T-rb D), 
Wil JUiT^a-moaor-iadym wore 



1' aw ora pdua on the 



siine subject wrs ^.repared by Lieut, 
i?<ir Plisas .'liid Tr;iiniag rection of G-2, r lul is felso 
reasons iiivea in thp &-2 atiul:, r nd - i'a Colone l 





(^imrontl^ dewBod valid by the Chief cf Ytnff, for 
Major Albrlj'jht*s recoaraejn!crci'oii& W^e apj.-rovcd in April 19^9 ^nd steps were 
soon Initiated liy G-2 iixux the Chief Sigufil Officer to put tlien into ^fe ct. ^ 
Tte recoEmondationo ct;rri<Mi with them merely ©he wordia,; of 
bs4« AB 105-5, 3po c^ ; d n r duties of the Chief Signal Officer, thee® 
datia® hsiag enl*: tko jriating, stor^ige, •distrll'ution, and 

accounting of codes . nd "in tia® of war the iuterce^ tiou of encray radio snd 
wire traffic, the gonioJ»Jtric location of euesy radio stations, tlio solution 
of intercopted oneBjy code fU'i ciphor moss^tgus, rad laboratory H.rr.' ii^-eocnts 
for the onployneat r.ad detection of secret inks." 

7. flowaver, hofore anything coiild be •lone (*sSeeii-y tt^transfer^th® 
activity, a new nnd ver;- disturbing fwCtor entered into the picture, la 
March 1929 r now adEdaiistrc.tion took ofi'ioe, in which Tj*. Stir son becoiti® 
Secretary of -State, For n few weeks no "lafLletins" from th« cryptanalytic 
ljureeu in Ik-w York were given him, the intention being to "go slow" until 
he had bocoae sufficientli" weii oriwited in tlie duties of his office to 
warrant bringing to his v*^ttontion the iiighiy secret (i’*ad izi tlie then 
current view, highly "unethical") activities ea*/£c>d la by War nnd StHtc 
Departments l>y r.ie;;n3 of fmas provided in Ihrgo p.' rt by the latter Depart- 
aent. Early in l-'.p,y 1929* however, the tiao was deened ripe for this 
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measure « eiad (aceordlng to rer<lley) i lr ^y a g- wltli some trepidation l^st 
ft few trei^slations of JaoaneQe eode meBsagee were placed on !Sr, Stlmson’s 
desk. There s oeac - to h^^oce reason to believe that Ills reaction was 
violent aud -ngtlOh drastic. Upon lecming how the Ejaterial was ob- 
tained, he characterised the activity &s being highly unethical and de- 
clared that it would cease igiaediately . so far as the State ^partment was 
concerned. To put teeth into his decision he gaare instruct^is that the 
necessary funds of tho State Department wo^d be witlidrawn at oncet ^? , 

It was only after considerable pressure by tho A. C, of S., G-vc that he 
was diasueided from this course, which might have had serious consequences 
by su^enly throwing out of employment the six people concerned, at ft tins 
of economic depression. Ear jthoae workers had only special trclning 

in a field wholly useless to coscsarcial, industrial, shipping or banking 
firms, or to other go vermaent depcrtacnts, or to oducetional inotitutionSj***^ 
An arrengenent was ^.oref<Mj^lEads)*to close the office immediately so far 
as active work was concerEe^y butte keep the persomiel on the payroll for * 
tho time necessary to wind up affairs end get the files in shape ready to 
turn over to the Signal Corps, This took a couple of months, and at the 
end of Juno 1929 the employees were given three months* pay in advance in 
ft lump sum, to tide them over the period in which they might be jobleae. 

Since they had been paid out of •coiifldential funds® they had no civil 
service status and no retirement benefits j mo reover, they were ineli^.ibli 
for trans fer to other Government positions,/^ (ii-M cwtrsegw ^hdTi Snger w^ tb&t 
/^eir dii^a xxsi action jvlth^ fl^t anist Trrre-^ppeared fep-than as high-handed, 
arb iJbrsry >^tlorr on the yart of a new officia^ fetipri.|..-t.wTpT<wtnnrM 

|the'^rio;is personal situation created fpjf^hem in the ciidst of a serious 
economic dap-rfiffisl r>n a r»tJ n n^i ght lead them to iadlsero|ion 0 
mtgbtrprove-ttgst. »wbnT»r»fla« lnp '*~fa^»H ^ernment and -tesseTs e^iWB eon- . 

. sequence / upiS national def ease 
'*-fe€liags j ftii the dischsrg' 






that^ whatever their private 
personnel^ except the chief beneficiaiy of the 
old regia^ reaelned loyal and did the best they could to find jobs. 



8. In October ^^9 I was sent by the Chief Signal Officer to New York 
to take oyer the records and file s of the defunct Bureau and to 

oversee their transportation to Washington, The firyptanalv'tic activities, 
research, and trai ning now being under the Chief Signal Officer, imEediate 
steps were teken ^mpletel^^^o reorganiz e the bureau and its workj ^'TThe 
funds available ii^re^ a^caurg^ :^< ^ery slim — o»jy what ren&ined^ f the 
War Department ^ ^b,OQQ for the FY 193Qj waB avadA-ablwj 
because the remainder of the State Department's share of $15,000 had already 
been withdrawn, by t-n e-'- Stato - D o parta gnt^ a a indtestoi cbovc , An offer of 
employment was made to !.?rs, Wilson, the Japanese expert with Yardley, but 
she was uneble to accept, since it involved moving to Washington and she 



A number of years later (1941) Yardley told me thftt he had been mis- 
informed as to Mr, Stimson's attitude and that it wes really t he Pr esident 
(?iSr, Hoover) who "killed® the bureau, not b’r. Stimson, There some 

grounds for belisving this, and it would b© interesting to know the] tmth, 
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had a husband and child in New York. Another employee, Wr, Victor Weiss* 
kopf, had a business in Hew York end refused to move to Washington, The 
female clerical employees were deemed unsuitable for our piarposes and, 
moreover, having no civil service status, they coiild not be taken on by 
transfer. An offer of temporary employment was made to Yardlesy b»t-lie <va^ 
refused, the toador . Instead, he proceeded secretly to prepare a book which 
first apppf jr^d ji n the form of articles in the Saturday Evening Post, and-t^-c*^ 
later much expanded form under the title, "The American Black 

Chamber.", The book and articles were highly sensational and made damaging 
disclosures concerning the most secret activities ever conducted by the 
Government, Before the appearance of the articles and book, however, he 
had taken certain steps to protect himself from possible prosecution for 
his disclosures, among which was to resign his commiscion as Major in the 
Military Intelligence Reserve. Of course, had the authorities understood 
the real purpose of his resignation they night have prevented it so as to 
retain some hold on him. But being in doubt or in ignorance of his real 
motives and deeming it just oU act of pique, the resignation was accepted. 

The unfortunate consequences attendant upon the publication of the book 
need no elaboration herein. Suffice it to say that our amicable relations 
with the British, who resented the disclosure of certain information ot>- 
tained from them by Yardley as a commissioned officer, were disturbed; 
much more serious, our precarious relations with Japan were brought to a 
boiling point when about 30,000 copies of the Japanese translation of The 
American Bl^ck Chamber were sold in Tokyo in a period of less than a month 
(perhaps the book was subsidized by the Japanese Government itself). The 
bad odor into which all cryptanalysts end cryptanalytic activities fell, 
as a result of the difficnilties which the publicity given the matter by 
Yardley* s disclosures occasioned high government officials^, had a bad effect 
upon the attempted reorganization of the cryptanalytic bureau by the Chief 
Signal Officer. Funds were hard to get, and State Department support was 
lacking^ i f - not in tho othor direct io n a l togeth er. The most serious conse- 
quences of Yardley* s disclosures, however, came ten years later, and their 
effects can hardly be estimated. I refer here to the jolt which Ms book 
gave the Japanese cryptographers, leading them out of their blissful ignorance 
and causing then to develop really complex methods which are now giving us 
so many difficulties* The same is true probably as regards the German and 
Italian cryptographers — their education has been entirely at Oncle Saa*s 
expense and the final consequences of Yardley* s work can not yet be foreseen. 
They aiay well turn out to be disastrous, 

9. Without delay, as indicated in the beginning of the last paragraph, 
the Chief Signal Officer proceeded, as energetically as possible under the 
circumstances, to carry out the mission assigned to him. The reorganized 
code and cipher solving section was placed under the War Plans and Training 
Division, since the code compilation section was already there, A rather 
detailed directive, which was prepared by G-2 and approved by the Secretary 
of War (Tab E), became the guiding plan of the reorganized service, which 
was now named the Sigiial Intelligence Seivice, Its pex’sonnel, consisting 
of EQTself and one or two clerks, soon was augmented by a half dozen more 
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employees. Training literature ciid courses in cryptanalysis and crypto- 
graphy were prepared aiid put into good usage at once* A great deal was 
done in expanding our cryptographic work also, by preparing reserve edi- 
tions of existing codes, compiling and devising new codes and ciphers, 
developing cipher apparatus, and so on* Cryptanalytic work was put on a 
firm basis of research and training, with emphasis on the latter, for 
there existed no intercept service and the raw material could not be 
obtained, (Yardley had been able to get a small aaoimt of material from 
the cable companies but this sodree had practically *dried up" by 1929 
due to fear on the port of the oorapanies.) Hence an intercept service 
now was organized end grew very slow3y. All phases of signal intelligence 
were unified under one service and taken under study and action. Moreover, 
important cooperation with the Navy in the same type of work was 
initiated. How the activity has expanded since then requires no coHunent 
at this time, Howevei’, a few words about relations witli the Navy are 
pertinent* 



10, Cryptanalytic activities in oiur Navy Department were practically 
non-existent until after the close of the last war, during which, as was 
noted above, wfaaaever problems they had in wryptanilysis were refeired to 
MI-8, But in 1921 the Navy, recognizing the important role which crypto 
analysts was botjnd to play in future, began building up a large unit in 
the Navy Department^ with echelons afloat. Whereas the Army placed emphasis 
upon civilian tt’aihing, the Navy placed emphasis upon officer training| and 
for each dollar the Army was able to obtain for cryptanailytic and crypto- 
graphic work the Navy was able to obtain three to five dollars, until tjy 
1939,' as far as concerned numbers of officers and civilian personnel en- 
gaged in these activities, amount of equipment on luind, and funds available 
for research, the Navy had considerably outstripped the knff. However, it 
may be said, with some justifiable pride porhsps, that while they were ahead 
of us in quantity, we were ahead in quality, for all the important develop- 
ments in both the cryptogi’aphic end the cryptanalytic fields must be credited 
to Ai'ffly personnel. At first, cooperation between the two services was in- 
termittent and at times very indifferent — the usual mutual suspicions and 
jealousies pervaded our relationships. But, happily, for the past four or 
five years cooperation has been lauch more wholehearted, with the resiilt 
thf?t it nay now be said without reserve that, as regards their cryptographic 
and cryptanalytic activities, technical cooperation between the Aimiy and 
Navy in these fields is so close as to be the same as though they were under 
one head. This, of course, is as it shoiild be and must be in order to 
gain thi© desired result from such activities , 

11* It would be of utmost vel\xe to the winning of this war if the 
Government were now in a position to read the codes and ciphers of all the 
foreign powers whose actions and probable intentions are of interest and 
importance in our prosecution of the war. It could have been In tlds 
fortunate position hed it given to cryptanalytic studies the attention 
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Note; It seems to me No. 1 should.be the 
necessity for factual knowledge of inten- 
tions of potential enemies; No. 2 the pro- 
tection of our own systems (now included 
in No . 4) ; then 1 , 2 and 3 . 
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WlilGlf they deserve dtirlng peacetime and had provided funds for their 
^outiaitit. 3 / oa fo ^ g - ax i s 

Yhe mtter cmt be summarizfcd very BucelncU.:/ in this state- 
aeittt Actual or physical warfare is iuternditent^but signal security 
wai'fai-e, especially cryptaaalytic warfare, is continuous. It is vit^ 
that this be understood by those rhc exercise Hs», control over such 
studies. 

12. There ore four basic reasons wli;?- this continuity in crypt- 
arialjtic studies\4s So important. They will be discussed briefly# 

(1) It mist be realized that cryptenalytic activities have 
no chamierpsi’t in civil life. Therefore, on the outbreak of war there 
is no inportant source frojn which trained, experienced personnel can be 
drawn for imaediate usefulness. Since skill in erj^ptanalysis can hardly 
be developed in a short tine and cry^ptanelytlc imits capable of producing 
quick results cun not be impi’ovised in a hurry, unless there is e good- 
sized nucleus of such trained and experienced personnel no good crypt- 
analytic operations con be conducted in the early phases of a warj that 
is, just 3t the time when results can usually lie obtained most easily 
end when such results are extremely important. Moreover, it is in the 
upper strata of cryptanalytic brains that continuity in studies is most 
important. It is possible, iinder pressure, to obtain large numbers of 
recruits of high intelligence from colleges and universities, but until 
they have had at least five years actual experience and trairdng they 
are wholly vaaprepared to attack the more difficult problems encoiaatered 

in modem, up-to-date secret comnunicetions. Consider the present "Purple* 
system, for example. It required almost two years of concentrated effort 
to break down this system and it was indeed fortuaste that this had been 
accomplished by September 1939^ If we had only been uble to start this 
study in December 1941 it would not have been possible to read those 
messages short of two years* study, if at all, because the problem is so 
difficult to begin with, and laoreover, the volume of traffic available 
for analysis would be so small compared to what it was shortly before 
Deccuiber 7> 1941* Moreover, if we did not have the two years* experience 
with the ordinary "Purple* the task of reading the special "Purples* now 
occasionally eaployed would be extreuiely oore. difficult, if it could be 
done at all before too late to be useful. Again, our present difficulties 
with Japanese military systems are in large part occasioned by our failxire 
to devote sufficient study to these systems over the past few years; but 
it must be realized that limitations on funds and personnel made such 
studies impossible, because with the- small staff of SIS personnel froai 
. 1930 to 1940 it was all tliat this persoimel could do to keep abreast of 
the Japanese diplomatic systems, for which G-2 was clamoring. 

(2) Continuity in cryptanalytic studies also requires continuity 
in intercept work, for without the basic raw material no studies at all 
can be coi^ucted on actual traffic and purely theoretical studies may be 
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f?r off the 3'eal target altorsther, no natter how successful. Continuity 
in intercept work means, of course, that the equipneat and personnel of 
the intercept service have to be maintained Jind thus, these are available 
on the outtoeak of war, for immediate, useful work. Unless cryptsnalytic 
studies are pursued the need for the maintonance of adequate intercept 
stations soon disappears, for it presently begins to look as though the 
wCrk done by the intercept personnel is useless and funds for this activity 
are withdrawn, 

(3) Continuity in cryptanalytic studies is necessary because 
cryptanalysis is not a static science or art •— it aiust progress as crypto- 
graphic science progresses. In the past few years great strides have 
been made in the latter, especially as regards the development of complex 
electrical and mechanical cryptographic devices and machinery* Moreover, 
the cryptanalytic work done during the last war has been publicised* As 
alluded to above, “The American Black Ciiamber® in particular has exercised 
a wide influence in putting certain nations which had been quite backward 
in their cryptography on their guard, causing them to engage in studies and 
developments for the improvement of their codes and ciphers. The result is 
that the cryptographic systems of these nations have become more and more 
difficiilt to anailyze. It is important to note that improvement in cryptogra- 
phy usually eoaos in successive small steps, and if the opposing cryptanalyst 
can keep in step with these progressive increases ia complexity he can, as 

a rule, be in a position to read the new systems almost as fast as they are 
put into usage * If there is much of a lag in the cryptanalysis the cryptogra- 
pher gets too far ahead for the cryptanalyst to catch up quioklyj in some 
cases catching up becomes impracticable or impossible, 

(4) Finally, it may be noted that continxiity in cryptanalytic 
studies brings improvements in our own cryptographic systems and methods, 
without wlilch wa may be lulled into a false sense of security and remain 
blissfully ij^orant of what some foreign cryptsaal;ftic bureau may be doing 
with our supposedly secret comnuni cations. It can be said t5iet the greatest 
blow that can be dealt to signal security work is loss of oontiauity in 
cryptanalytic studies, for it means that a disastrous blow has been de- 
livered to technical efficiency of both the orsT>tographic and cryptanalytic 
services for war-tise functioning . 

13, It may be pertinent to add that the British Government began its 
cryptanalytic activities in 1914 aad never desisted from them for even a 
month since then, though of course on a smaller scale than was reached at 
the height of these activities ia 1918-19, However, it was on a scale 
sufficient to enable them to Isep up with the diplomatic traffic of most of 
tlve governments of any consequence in the world in which they had an in- 
terest. The British biiilt up a corps of about 35 to 40 able cryptanalysts, 
including Army nad Navy officers penaanently assigned to cryptanai^diic 
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duties. They maintained crj ptsualytic xmits in Lon.'oii, India^ Africuyi 
China, and so on — the officers being trai’isf erred fs'Oia one unit to another - 
but constmtly staying ±-a cryptanalytic work. The result is t>iat today,, 
while otir SIS has solved and can perhaps again solve nors difficult in- 
dividual problems. In overall coverage of the field the British organias- 
tion is considerably ahead of our-s. It is clear that no country is too 
small for them to liave an interest in tiiat country’s secret coESunicstions, 
pnd they, ere today able to read the traffic of most countries on which 
they }isve had continuity since the last war, 

14 * Finsdly, if we are not to repeat once core the mistakes made 
at the close of the lest war in respect to signal security work, every 
effort should be made to place the present organization on the most firm, 
permanent foundation it is possible to erect. The service should not be 
considered as merely an appendage to the functions performed by the Si^ial 
Corps only in time of war but s.s a permanent seryice that operates 6a a 
large scale in psaee-tiae as well as in war-tiae . 



William P, Friedman, 

Director of CoiEHunications Research, 



Originally written 

and dated June 29, 1942. 
Minor changes made on 
April 2, 1943 . 



Att.: 5 TABS, A to B, incl. 
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Subject; Plans for M. I, 8. 



1. HISTOHYi 

1. Previous to June, 1917,, neither the War Department nor any 
other department of Govem/aent had any organisation for code and 
cipher attack, ,ond the only work of this character that had ever 
be.en done was the sporadic reading of a few' simple ciphers by in- 
dividuals and the .dore numerous decipherments volunteered by li'r. 

■George Fabyan of Geneva, Illinois, who at his ovm expense brought 
together and supported a staff to whom elementally instruction in 
cipher attack v/as given at the Army Servi.ce Schools, at Fort Leaven- 
worth. On June 10, 1917, the code and cipher \7prk of .military 
Intelligence was begun Dy the apjjolntment of one officer, who, with 
two civilian employees, was expected to enobde .and decode the official 
messages Of Military Intolli'go'nis, supply enciphering tables, and 
attack enemy codes and ciphers, 'i'he rnrk, ho.wevef, grev/ rapidly and 
in the autumn of 1917 the increased staff v/as organised into a cen- 
tral code and cipher section to do the TXu'k of all departments of 

the Govemnenti 

2. At the height of its development, in Hove.Tiber, 1916, the 
Section consisted of eigiiteen officers, twenty-fopr civilian cryptog- 
raphers, and one hundred and nine typists and stenographers. In con- 
sequence of demobilization, it now consists of fifteen officers-, 
seven civilia,n cryptographers and fifty-five typists and stenographers. 

3. During the eighteen months since it 'seriously began to function, 
the section has decipherea ten thousand seven hundi-ed .a.id thirty-five 
messages in five' hundred and seventy-nine code and cipher syste.ms. Qf 
the syste..<is of foreign governments the Section now controls the follow- 
ing as completely as if they -were our ovm syste./is; 



Argentinian Diplomatic Code 
Brazilian Diplomatic Code 
Brazilian Diplomatic Cipher 
Chilean Diplomatic Codes 
Costa Rican Diplomatic Codes 
Cuban Diplomatic Code 

Germ;-m Diplomatic and Intelligence Coass 
German Diplomatic and Intelligence Ciphers 
Mexican Diplomatic and Consul.ar Ciphers 
Span! sh Diplomatic COu.es 
Spanish Consular Code 



1 

1 

1 

2 

3 

.1 

7 

5 

541 

16 

1 



579 



I 
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4. ',7ork upon other codes is in such a state of advancement 
tiiat v/ith adequate personnel the following will certainly be solved 
by the end of*june j 

Germn Diplomatic Codes 3 

Panama Diplomatic Code 1 

Spanish Diplomatic Codes 3 

7 

5. In the, account just given no note is taken of the enormous 
number of pers.onal codes and ciphers submitted by the Postal Censor- 
ship or of the letters examined in eur laboratory for secret writing -■ 
2000 a v;eek for several months. Also uimoted is the large amount of 
work involved in our own communications, in compiling cipher tables 
and cod.e books,, and in training military attaches, code clerks, and 
cryptographers,. 

II. VALUE OF THE \VDPdC. The’ Ghief value of all this^ work has resided 
in the large and constant stream of informa. tion it has provided in 
regard to the attitudes, purposes, and plans Of our neighbors. But a 
fe?/ selected examples ' v;ill emphasize the results of the past aiid the 
possibilities of the future* 

1, Insight into German Secret Service . 

a) The D'ab erski Cipher is an official letter of intro- 
duction given by Minister vo.n Eckardt to Pablo Waberski, a secret 
agent of the German government^ addressed to all GerraaJi consular agents 
in Mexico, ordering them to 'fui*nish. him aid aaid support, provide funds^» 
and forward his messages in code as official. This captured on a 
German spy and wa.s a principal, factor in his conviction., For this 
cipher and its decipherment see Exhibit A. 

b) The von bh.gt'iu s Cipher — known officially as '’Document 
PQJ 5 II — is a very long and elaborate quadruple transposition cipher, 
addressed by the German Charge d’ Affaires in Mexico City to all 
German coilsular officials in Mexico, giving directions concerning the ■ 
careful and complete destruction of correspondence, acco.imts, receipts, 
lists, registers, and all other papers having to do with "the Secret 
Service and the representatives of the General •Staff and the Admiralty 
Staff" and the preservation of "®ie strictest splence concerning the 
existence and activities of these representatives now and for all ^ 
future time, even after the conclusion, of peace." For this cipher and 
its decipherment see Exiiibit B,. 

c) Of the numerous German code messagjes deciphered by 

M. 1. 0, -two belong specifically under this head. The first was sent 
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out by wireless from Nauen and intercepted by our stations sixtv-four 
times bet-ween January 13 and February 2, 1918. It includes an order 
from the German Foreign Office to the recipient to avoid negotiations 
with the Japanese, because "communication through you is too difficult" 
and the Japanese have "representatives in Europe"; and presents a plan 
for providing Kezico with arms, and machinery and technical staff for 
the manufacture of arras and air-craft. The second message — also a 
wireless from Nauen, intercepted in February 1916 — informs the Gorman 
Minister in Mexico of the deposit of ten million pesetas in the 
German Oversea Bank, Madrid, v/hich he is authorized to offer to the 
Mexican Government as a "preliminary amount" "on supposition that 
Mexico will remain neutral during war." See Exhibit BB. 

2. Special Y/ar Measures . The most in^ortant message of this 
character deciphered by M. I. 8 is the code cablegram sent by 
Embassador von Bernstorff on January 21, 1917 to the German Consiil at 
Manila ordering him to take up at once the question of making useless 
the machinery of interned German vessels or, in case that proved im- 
possible, of sinking them. (For message and decipherment see Exhibit C.) 
It will be noted that this message was sent ten days before the. 
declaration- of imrestricted submarine warfare. If the U. S. Government 
had possessed at that time an organization capable of deciphering this 
and the other messages relating to this subject — as was later done 
by M. 1.8 — precautions against the crippling of these vessels .could 
have been taken, with a saving to this government conservatively 
estimated at twenty-five millions of dollars. 

Althou^ M. I. 8 as an organization did not take part in any of 
the work on the front, it v/as in constant communication v/ith G-2, A-6^ 
and furnished and trained most of its personnel. The distinction 
between M. I. 8 and G-2, A-6, is therefore purely one of names and the 
work of G-2, A-6 should be taken into consideration in estimating the 
value of an organization for code and cipher attack. The following 
incidents illustrate hot only the value of this v;ork in actual military 
operations but also the absolute necessity of preparing in advance 

the trained personnel required by this v/ork. 

* 

' a) ■ In March. 1918 the Germans put into service along their 
entire western front a nev? code, different from anything they had had. 

By the second day after it was issued the complete system had been 
worked out by the experts of ourselves and our allies and we were read- 
ing it currently before the Germans themselves had become familiar^ 
with it. Colonel I^toorman, chief of G-2, A-6, the authority for this 
incident, justly remarks: "^ile it is too much to say that it changed 
the result of the war, it certainly cost the lives of many German 
soldiers and saved many of the Allies." 
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t) In 1916, when the Germans made their great withdrawal 
in Flanders, the code experts of the British gave G.H.Q. advance 
information not merely of the fact of the intended withdrawal hut 
also of the time and manner of it. But at that time the officers in 
charge of operations were skeptical of code attack and put no faith 
in the information until they woke one morning and found the Germans 
gone. Similar skepticism, says Colonel Itoorman, awaited the first 
message deciphered by G-2, A-6, giving definite information of an 
intended attack, but in this instance also the attack itself 
authenticated the work of the cOde-men. 

3* Value in Peace Time . As ^s been set forth above, M. 1.8 
is nov7 able to decipher as promrotly as if they were in our own codes 

the messages of a considerable number of foreign powers and by the 
end of this month will have made notable additions to its list. 

If it is worth while to know exactly what instructions foreign 
pov/ers give to their representatives at Washington, it is important 
to maintain M. I. 8 with a sufficient personnel in- time of peace. 

If the iaipressions and opinions of diplomatic representatives at 
other capitals and the instructions they receive as to attitudes 
and actions are of importance for the maintenance of peace, the 
cheapest, indeed the only, way to keep constantly and promptly in- 
formed on these matters is to preserve M. I. 8 with a suitable 
personnel. Intimate knowledge of the true sentiments and intentions 
of other nations may often be an important factor in determining 
whether we are to have peace or v/ar. 

Two recent incidents may be cited out of many in the experience 
0 f Jfl. I • 8 . 

a) On April 26, 1919, M. I. 8 furnished decipherments of 
five code messages which passed between Berlin and iSadrid on that 
very day.. This was of course possible only through the magnificent 
seirvice of the intercepting station at Houlton,. Maine. See Exhibit CC. 

•* I 

b) Yesterday’s newspapers published the announcement of 
the Maxican government ■ that certain unnamed friendly nations of Latin 
America had urged upon it a coalition in opposition to the Msnroe 
Doctrine. Information on this point was sent by M. I. 8 to the State 
Department on April 23 in a message sent by cable to the Mexican De- 
partment of Foreign Kelations on April 17 and submitted to M. I. 8 

on April 22. A copy of the message is attached as Exhibit D. 

4. «/hen this world war was precipitated neither we nor any of 
the Allies had had sufficient experience in code and cipher attack 
or possessed anything like an adequate personnel. This is established 
not only by the statements of well-informed officers but also by such 
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facta as that so late as the auturan^l916 the heads of the British 
Ariny were still slceptical of the results obtained by the code-men; 
see above. 

Code attack is indeed still in its infancy. It is capable of 
rapid and incalculable development. If we do not take part in this 
development, we shall be helpless when the next war comes, and it is 
by no means certain that we shall then have allies upon whoio \70 may 
rely for knowledge which we should have developed for ourselves. 

The rapid advance in methods of attack is indicated by such facts 
as the following: 

■p/hen the vra,r began, British officers declared that the 
Playfair cipher - the official cipher of the British Army - was 
indecipherable. Ifessages in this system can now easily be solved 
in thirty minutes, and the system has been abandoned as insecure. 

V/hen the United States entered the war the official cipher was the 
Array disk with .running key. This method was believed by experts of 
the Arny to be indecipherable. By November 1917 M. I. 8 had shown 
that it was not only decipherable but yielded easily to’ scientific 
attack. The number of official ciphers and codes which have been 
successfully attacked by M. I. 8 beairs witness to the same truth. 

Scores of systems submitted for Arny use as invulnerable have been 
examined by M. I. 8 and rejected as insecure. 

It is definitely known to us that two ai least "of otir most 
inroortant allies have arranged to maintain in the future large and 
powerful organizations for code and cipher attack, for the develop- 
ment of new methods, and for the training of an adequate personnel. 

It is probable that other nations, of whose plans we know nothing, 
will pursue the same policy. For among the lessons taught by this 
war two are of special importance to the cipher expert: 

a) That speed in the solution of messages is of the very 
essence of the matter. To decipher a message announcing an attack 
a week — or even a minute — after the attack has occurred may be 
interesting but is of no operative value. 

b) That speed is attained by experience and that experience 
cannot be improvised. To solve the first Chilean code required 
several months; the second was solved on the basis of twenty messages 

in less than a month. 

III. CONCLUSION. In view of the facts recited and suggested in 
the preceding paragraphs, it seems imperative that this Government _ 
should maintain in time of .peace as well as in time of war an organiza- 
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tion of skilled cryptographers sufficient in number to carry out 
the program of deciphering prongptly all forei^ code and cipher 
messages submitted to it, of solving ne?; codes, of developing new 
methods and of training an adequate personnel. 



IV. REG0MMEHDATI0H3.. 

1. Experience has shovm that such an organization as is 
proposed will be best equipped to secure results if it has access 
not only to the sources of information and of material controlled 
by the Army, but also to the special sources controlled by the 
State Department. The achievements of M. I. 8 have been due in no 
small measure to the fact that during the war it has been serving 
both these departments of the Government. Therefore after consulta- 
tion with the Director of li. I. D. and with responsible officials 
of the State Department it seems desirable to recommend continued 
cooperation between the two departments, with acceptance of the 
financial assistance heretofore approved bj/ .the State Department, 
and with administrative control vested as heretofore in the 
Director of M. I. D. 



That the organisation should consist of civilians as 
indicated by the following facts: 



a) After the demonstration afforded by the incident of 
the Germah withdrav/al from Flanders recorded above, the British 
adopted tiie policy of searching the British Empire for the best code 
and cipher brains of the Enroire, and results justified this policy. 

b) The success of M. I. 8 has been due to an attempt from 
the first to carry out a similar policy. 

c) The type of thinker with necessary language qualifica- 
tions required for code and cipher attack is a special t 5 'pe - 
difficult to find in the Army, where an entirely different type is 
more useful, and not easily inducted into the Arny if discovered in 
civil, life. 



di) The salaries suggested have been determined after very 
careful study of the situation, ilen and women of the hi^ qualifica- 
tions necessaiy can hardly be attracted to the work and - 
eauallv inroortant - retained in it for smaller salaries. Durin^ the 
war "Ji. I. 8 was for patriotic reasons able to command the service 
of both civilian officers and civilian ^®^hers 

far below those actually received by these officers and yp p* 

in civil life. Such sacrifices, can of course not be expected in ime 
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of peace. 

2, It is' estimated that the annual expenses of an adequate 
organization v;ould be appx'oximately as follows: 

Kent, Light, aiid Heat $ 3,900.00 

Reference Books 100.00 

Pei’sonnel: Chief 6,000.00 

10 Code & Cipher ll/iperts Q ;"j!3000. - 30,000.00 
15 Code & Cipher Experts @ 2000. - 30,000.00 
25 Clerks 1200. - 30.000.00 

100,000.00 

3. The placing of v40,000.00 ammally at the disposal of the 
'Director of M. I. D. by tlie State Depai'tment and the authorization 
of the Secretary of Ti/ar for the annual expenditure oy the Director 
of M. I. D. on confidential memoi’and'am of (^60,000.00- of funds per- 
taining to "Contingency Military Intelligence Division, General 
Staff" would make possible the- execution of the plans outlined above. 



yyi- 

M. Chui'chill, 

Brigadier-General, General Staff, 
Director of Military Intelligence. 



vhj 
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IN REPLY 
REFER TO 



AG 311.5 (4-14-30) 



THE ADJUTANT GENERAL'S OFFICE 
WASHINGTON 



5SL-AW0 

April 22, 1930. 



SUBJECT: Codes,' Ciphers, Secret Inks, Padio 

Interception and Goniometry. 



To: 



THE CHIEF SIGNAL OFFICER. 



1. With reference to the responsibilities devolving upon the Chief 
Signal Officer in accordance with Array Regulations 105-5, and Changes No. 1 
thereto, dated Klay 10, 1929, the following statement of Y/ar Department policies 
is transmitted. 



o 




2, a. Army Regulations 105-5 as amended by Changes No. 1, places the 
responsibility for the following activities upon the Chief Signal Officer: 

(1) Code and Cipher Coitroilation. 

(2) Code and Cipher Solution. 

(3) Interception of enemy radio and wire traffic. 

(4) Location of enemy radio transmitting stations 
by goniometric means. 

(5) Laboratory arrangements for the employment 
and detection of secret inks. 



b. The fundamental reason for placing the responsibility for these 
duties upon the Chief Signal Officer is that all correlated duties in connection 
with secret communication may be assigned to one operating agency for efficiency 
of operation. To serve this purpose these duties will be organized by the Chief 
Signal Officer into a single coordinated service. 

j c. Within the discretion of the Chief Signal Officer it is suggested' 

that "Signal Intelligence Service" be the designation for this coordinated service. 

3. The general mission of this service is, as for all other military 
services, the proper organization and development in peacetime to the end that the 
service may be prepared to operate at maximum efficiency in v/ar. 

4. The specific missions of this service may be stated- as follows: 

a. The preparation and revision of all codes, ciphers and other means 
of secret ccmmuni cation to be employed by the Amny in time of peace and war. 

Note: In this connection it should be noted that in accordance with 
current Army Regulations this office is responsible for the printing of codes 
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and ciphers, for their distribution in accordance v?ith distribution tables 
prepared by the Chief Signal Officer, and for their accounting- 

b- In time of war the interception of enemy communications by electri- 
cal means, the location of enemy radio transmitting stations by goniometric means; 
and in peace time the necessary organization and training of personnel and the 
necessary development of equipment to render this service capable of immediate 
operation in war. 

c. In time of war the solution of all secret or disguised enemy mes- 
sages or other documents that nay be intercepted by the Anny, or forwarded by 
other agencies to the Army for solution; and in peace time the necessary research 
work, and the organization and training of personnel to render this service 
capable of immediate operation in time of war. 

d. Laboratory arrangements for the detection of intercepted enemy 
documents written in secret ink, and for the selection and preparation of secret 
inks to be employed by authorized agents of our own forces in time of war; and in 
peace time the necessary research work to render this service capable of immediate 
operation in war. 

5. Upon mobilization the various activities of this service will operate at 
the following headquarters: 

a. Under the War Department : 

(1) The preparation of all means of secret communication 
employed by the Army in peace and war including secret inks, except 
that, upon its organization, GHQ will begin the preparation of field 
codes and ciphers required for current replacement for subordinate units. 

(S) The interception of enemy communications by electrical 
means, including the necessary goniometric work incident thereto. 

(3) The detection and solution of secret or disguised enemy 
'communications including those written in code, cipher, secret ink or 
those en^loying other means for disguiseraent . 

b. At General Headquarters : 

■[l]i The preparation of field codes and ciphers for employment 
by subordinate units to replace those previously prepared under the War 
Department during peace time. 

(2) The interception of enemy communications by electrical 

means . 

(3) The location of enemy radio transmitting stations by 
goniometric means. 

(4) The detection and solution of secret or disguised enemy 
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communications including those written in code, cipher, secret ink or those 
employing other means for disguisement. 



c . At Headquarters of Field Armies : 

(1) The interception of enemy conmuni cations by electrical 

means. 

(2) The location of enemy radio transmitting stations by 
goniometric means. 

(3) The solution of intercepted enemy code or cipher messages 
by the assistance of cipher keys and solved codes as furnished by the 
service at General Headquarters. 

6. Based upon the policies expressed above the Chief Signal Officer will 
submit at a conveniently early date a recommended draft for an Army Hegulation to 
cover the functions and duties of this service. He will also take the necessary 
steps to draw up such additional regulations to cover the activities of this 
service as he deems appropriate for publication. 



7. Peace Time Objectives : 

In addition to the provisions expressed above, efforts to attain ultimate 
peace time objectives v/ith reference to certain activities of this sei'vice will be 
made by the Chief Signal Officer as outlined in the following paragraphs. 

a. Code Con^llation . 

JT) The ultimate aim of this activity is the preparation 
of authorized codes, satisfactory in character and sufficient in the 
number of copies and editions, for engjloyment by the Army during both 
peace and war. Upon the outbreak of war it v/ill become necessary for 
purposes of secrecy to change certain characteristics of the codes 
employed during peace, €uid the required number of copies of each code 
will be greatly increased. Since the preparation and publication of 
codes requires considerable time, it would be improvident to wait till 
the outbreak of war to begin this work. 

(2) Therefore, as a. peace time objective, the Qiief Signal 
Officer ^vill make the necessary arrangements to the end that as funds 
become available there will be at all times in the possession of this 
office for immediate distribution one edition of each authorized secret 
code, with cipher tables if necessary, and in the possession of the Chief 
Signal Officer two reserve editions of such codes and cipher tables. 



b . Code and Cipher Solution . + 

Ti) The ultimate peace time objective of this activity is 
the training of sufficient personnel to the end that they will be exper 
in solving enemy code and cipher mes-aanes in war. It is evident ma 

will ia raaulrad for ma training, nlao, since larse cot-anas 
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reqmre the operation of this activity in the (Xinduct of their peace- 
time training, it is necessary that it operate for them during their 
training exercises, such as dui'ing the joint Army and Navy l^toneuvers 
held periodically in the Hav/aiian and Panama Canal Departments and on 
the Atlantic seaboard, or during combined maneuvers in the Eiglith or 
other Corps Areas. It is evident therefore that the peace time organiza- 
tion and training of this activity should contemplate, first, training 
personnel, end second, fornishing specialists to large commands for 
peace time maneuvers after personnel has been sufficiently trained. To 
accomplish this end it would seem that, at the present inception of this 
new service, its peace time training should be centralized under the 
office of the Cnief Signal Officer, and that the comparatively small 
number of trained personnel required should be sent to corps ai'eas and 
departments for assignment only for the period of maneuvers, and upon 
completion of maneuvers should be returned to the office of the Chief 
Signal Officer. This procedure insures the necessary continuity of 
their initial training under the diief Signal Officer, v^ose office is 
the only military agency at the present time qualified to carry it on. 
However, each corps area or department ■j^iich requires this service 
should he in a position ultimately to function independently with 
reference to it. It would seem therefore that the Chief Signal Officer 
should be prepared to furnish trained specialists of this service for 
permanent assignment to such corps areas and departments as the Weir 
Department may later decide, when the training has progressed to such 
extent that sufficient personnel are able to function as independent 
units. 



(2) The peace time organization and training of this service 
will be based on the procedure as indicated above. 

c. Radio Intercept. 

(1) Tills activity is very closely related in its operation 

to code and cipher solution, in that the interception, of enemy messages 
answers no purpose unless the messages are solved, and on the other hand, 
the solution service depends primarily upon the activities of the intercept 
sei*vice for woi’k material. It is evident therefoi'e that the operation of 
both services should be carried on in close liaison. Hence the ultimate 
training of both services involves mutually coordinated operation. 

(2) The chief peace time problems confronting the radio 
intercept service are first, the development of equipment, and second, 
the development of the technique of the operating personnel. The second 
is incident to the first and may be considered as one with it. It is 
evident that there is the same need for this service as for the code and 
cipher solution service in the peace time maneuvers of large command.s. It 
is also a possibility that during peace time or during periods of strained 
relations the v7ar Department or Commanders of Depai'traents and of certain 
corps areas may desire the operation of this service, provided the services 
of a code and cipher solution agency can be made available. It is also 
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evident that the practical operation of this service is regional 
and cannot be concentrated in any locaij-ity as can the code and cipher 
solution service. In other v/ords intercept stations must be located 
at certain critical points v/here their operation may be effective, 
such as within departments or certain ccf^;/s areas, while the code and 
cipher solution service may be located in Washington or any other place, 
provided proper communication facilities may be mads available between 
the two services. 

(3) It would seem therefore that the peace time activity 
of the radio intercept service should be directed to^vard objectives 
stated in chronological sequence as follows: 

(a) The development of equipment directly under tne 
Chief Signal Officer. 

(b) • The' location of an intercept station to be 
prepared to operate directly under the Chief Signal Officer. 

(c) '.^en equipment has been developed and obtained 
in sufficient quantity, the location of stations at critical 
points as follows, in the Hawaiian, Panama Canal and Philippine 
Departments, and in the Eighth and Ninth Corps Areas; these 
stations to operate under the department and corps area conmianders 
concerned; the Chief Signal Officer to recommend when such stations 
should be established, at which time the matter \^11 be taken up by 
the V/ar Department with department and corps area commanders con- 
cerned. 



(4) It is contemplated that 

(a) should certain interceptions be desired by the 
War Deoartment, vAiich condition does not exist at the present 
time, the Chief Signal Officer will be called upon to recommend 
what station or stations can best perform the service, and the 
War Department will issue necessary instructions. 

(b) Should interceptions be desired by department or 
corps area commanders concerned, they will obtain them by means 

of the facilities under their control. 

(c) Messages in code or cipher intercepted by stations 

under the control of the Chief Signal Officer will be transmitted 
for solution to the code and cipher solution service opera ing 



under Messages in code or cipher intercepted by stations 

under control of department or corps area commanders will e 

commanders concerned. 
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(5) The peace time organization and training activities 
of the radio intercept service will be based upon the provisions 
contained in this paragraph. 

d. Goniometry . 

Gkjniometric work in its results may be considered as divided 
into two phases, one which is supplemental to radio interception, and one 
which gives the location of enemy radio transmitting stations and thus 
indicates the enemy's tactical disposition. The work of these two phases, 
while serving two different purposes, is performed by the same or similar 
equipment and personnel. The chief peace time problem of the goniometric 
service is the same as that of the radio intercept service, namely, the 
development of suitable equipment and methods. These close relations between 
the goniometric service and the radio intercept service indicate that a basis 
of neace time activities similar to that stated for the radio intercept 
service should be adopted for the goniometric service, and that the develop- 
ment of equipment, the organization and training of personnel, and the 
location of stations of the goniometric service should be carried out in a 
manner similar to that of the radio intercept service as ovitlined j.n 
paragraph c^ above. 

e. Secret Inks . 

The neace time objective of activities in connection with 
secret inks is the establishment of a small laboratory for the conduct 
of research work which will result in the war time objective of the 
establishment of an agency for the detection of secret inks employed 
by the enemy, and for the recommendation of suitable secret inks to be 
employed by authorized agents of our own forces. 



By order of the Secretary of Vifar 



Ad jut ant General. . 
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May 24, 1922. 



The Honorable 

James W. Wadsworth, Jr., 
United States Senate. 

Sir: 



I am taking the liberty of addressing you on the subject 
of the Military Intelligence appr opr ia.t ions now pending before your 
committee in order that you may have cognizance of the very direct 
manner in which the interests of the Department of State are involved. 

My attention was first dra'.Tn to this matter through notification from 
the War Department of the -.dthdrawal of a number of military atta.ches 
from our embassies '.'nd legations abroad because of a lack of funds to 
provide for their maintenance. Several communications have since been 
received from our diplomatic representatives protesting to the Department 
against the withdrawal of the military attaches, on the ground of their 
practical value in relation to the essential vfork of the missions. 

I have thought that perhaps a word from me in this connection 
would serve a useful purpose in indicating the manner in which these 
officials, while dealing primarily with military intelligence, are really 
the complement of the diplomatic establishment, in which capacity they 
render most valuable assistance to this Department. 

As you are well aware, the' military factor in international 
questions is one of the greatest importance, especially in Eiirope, at 
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this time. No precise general view can be had of a foreign political, 
or economic situation without due regard to considerations of military 
policy jnd the influence which militaristic tendencies exert in national 
ma.tters. It is in this domain that the military attache becomes a useful 
adjunct to the diplomatic mission. His contact with important personages 
v;ho direct the course of military affairs, combined v/ith the technical 
advice which he is able to supply are often indispensable to an intelli- 
gent understanding of the course of events in a particular country. 

In the same manner the Military Intelligence Division in 
Washington, which ha. s ' developed its facilities to a very high degree, 
is of the utmost value to the Department of State through the informa- 
tion which it is able to supply. There is a daily ' contact between this 
Department and the Military Intelligence Division of the War Department. 
In fact that a.gency is the raeditun of liaison, or in other words, it is 
the interlocking link tiirough which the work of the two Departments is 
coordinated. I do not desire to have the appearance of intruding in a 
matter relating to the appropriations of another Department but as the 
' Military Intelligence Division, and especially the military attaches, 
■really serve both Departments I feel that an expression of my views may 
serve a us.eful' purpose in establishing the facts for your consideration. 

I have the honor to be. Sir, 

Your obedient servant, 

(signed) Charles E. Hughes. 

( Note ; In a closed ' ■ ' 

session the Director 

of Military Intelli- (Then. Secretary of State . W .F .F . ) 

gence presented the 

attached memo, and 

exhibits mentioned 

therein, Vf.F.F.) ■ ■ ■ 
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it was made available can hardly be estimated. Inf orraation of equal 
importance was missed in 1917 because of our lack of an efficient code 
and cipher section. : . ' 

Codes- and ciphers are constantly developing. Even ‘ a •temporary stop 
in the work mean's losing touch with current changes. It is like the 
loss of a link in a clmin or a. cog in a wheel. 

TO DISCONTINUE OUR CODE AND CIPHER SECTION NOW WILL, ALMOST 
CERTAINLY, MEAN THAT WE WILL ENTER THE NEXT WAR AS POORLY PREPARED 
FOR THE HANDLING OF THE ENEM»S SECRET MESSAGES AS' WE WERE IN 1917. 



REE* ID'^ A4 1 4 is- dated 
■ COPY, 3 Dec. 21. W.F.F.) 

FOR A CODE AND CIPHER SECTION. . 

SECRECY IN REGARD TO A CODE AITO CIPHER SECTION IS 
ESSENTIAL TO ITS SUCCESS . THE FACT OF ITS' EXISTENCE SHOULD NEVER 

BE ffiNTIONED PUBLICLY Alffi UNNECESSARILY. ■ 

In 1917 c.nd 1918 the solution of TTici.ny important messages was 
so delayed due to our lack of preparation’ and previous study, that much 
of their value was lost. Studies are novj continuously under way which 
if continued will, it is believed, prevent a similar delay in the future. 

Had we, for exa,m.ple, been able to read the one message (Exhibit 
No. 1) ordering the disabling of . German ships in American ports as' promptly 
as we could now read similar messages the 'saving alone vrould have 'been 
sufficient to maintain the code and cipher section on a peace basis for 
many years. 

In 1918 our code and cipher section had so improved that messages 
of . vital and immediate importance were read in time to be of the' greatest 
value. Examples of these are orders for attack or retreat knowledge of 
T/hich enabled our troops to take full advantage of movements on the part 
of the enemy. On November 2nd', 1918 a GermB.n Radio m.e s sage ■ gave plans for 
a general, withdrawal from Roumania oh account of lack of ammunition and 
other supplies. This message was intercepted by an Ajnerican Radio Station, 
deciphered and translated and placed in the hands of the Supreme 'Uar 
Council within 48 hours. The importance of such information at the time 
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MBJiORAHDUM FOH THE CHIEF 01* STAFF; 



SvLbJeet: Besponsi'bility for the Solution 

of Intercepted Eneiay Secret Com- 
namlcationa in War. 



I. The nrohlaa presented . 

Should the Signal Coi^s he charged with the aolu> 
tion of eneiay code or cipher messages and the detection of 
enemy secret ink documents interoepted in time of var? 

II » Facts hearing upon the nreblea . 

1. Under present policies 0-2 is charged with the 
solution of code and. cipher messages and the detection of 
secret ink documents of the enen^ intercepted in war or other 
emergency which requires such action, 

2. Under present policies, the Signal Corps is 
charged with the campilatlon of codes and Ciphers for use hy 
the Army, and with the Interception of eneoy radio traffic 
which includes enemy code and cipher messages. 

3. It is apparent that the operation of a code and 
cipher solution service and e service for the detection of 
secret inks is not a normal General Staff function as contem- 
plated hy the Hational Defense Act, hut is an operating function 
which should ho perfomed hy an existing service branch if prac- 
ticable. The present policy which charges these duties to 0-2 
is a continuance of World War policy which was adopted in haste 
and in accordance with the exigencies of the sitxiation existing 
at the time. 

4. All of the afore mentioned duties, viz., code and 
cipher, solution, code and cipher compilation, code and cipher 
interception, and the detection of secret inks, are very closely 
correlated, Froa the viewpoint of efficiency in operation these 
duties shoxjld he assigned to one operating agency so that thay 
may. he or^mized into a properly coordinated whole. The present 
assignment of these closely allied duties makes for a division 
of responsibility between G-2 and the Signal Corps which presents 
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dlffleultlefl, particularly in Connoetion with organising and training 
in time of peace for var^ Zt seems logical, therefore, that the Signal 
Corps ihould he charged with all phases of tills woxic to the end that 
it may be properly coordinated as im organised entity, and still remain 
as at present under the General Staff control and supervision of 



I li . Action reGoaoended . 

The Secretary of far directs t 

1. That the Signal Corps he charged with the duties pertain-, 
ing to the solution of enemy codes and ciphers and the detection of 
secret inks in war, in addition to those duties with which they are 
now charged pertaining to the compilation of codes and ciphers required 
by the Army and to the interception of enemy radio and wire traffic 
in war. 

2. That the Handbook for the far Department General Staff of 
October, 1933, Chapter III, paragraph under "ComBunications Section" 
on pages 31 and 32 be changed to read as follows: 

"This section is charged with the formulation of far 
Department policies relative- to codes and ciphers and with the 
supervision of all means of secret and confidential eornmnlca- 
tlon in the Army. It supervises the preparation of codes and 
ciphers for. use in peace and war and et%e£^e-tk9-eelutieH-ef 
eweHiy-eedee-aHd-eiphewe-aBd-eeewet-iak-deeumeBte-iB-wawT — {4 
M»»fige«ii’W4th-the-SigBai-Go»pe-few-the-iBteree|*t4ea-ef-eBe*^ 
»ed4e-teaftfl«» , and 1^” ^1”* 9^ eupervises the intereeutlon 
of eniacr radio and wire traffic, the solution of enemy codes 
and clnhers i . and the detection and etaplovment of secret ihka . " 

3. That Army Begulatlons 105-6, paragraph 2e, specifying in 
part the duties ot the Chief Signal Officer, be changed to read as 
follows: 



"e. The preparat.ion and revision of 4hw-'W6|^>pepew4»eB.t 

M ^»a^k^€e4e-aad-etVi«w-esde«-«B4-ei»ke?e-reqaiwed-by>the-Awi^T 
eodea and ciphers required by Army, and in time of War 
the Intercoptlon of enea,v radio and wire traffic, the gonioaetrto 
Location of enaaty radio stations, the solution of Intercented 
lemy code and cipher n esaages. and la^ratpry. 

»B employment and detection of sedi-at Inks." 



OUT 




IV. Concurrences . 

. OOT’a. c. of S., 0-1 
A. C, of s., 0-3 
APB 5 '^29 A, 0, of 9., G-4 

War Plans Division { 

0 Chief Signal Officer ( 







) concurs. 
) concurs. 
) concurs. 
) concurs. 
) concurs. 






A 

OrcUr of 



y. r> - 

, . 1 , i ' 



(S«d) C. 



ghsn ‘ 



all 



PiPR 4 ^92S 

sTAHi;»;y h. jdhd. 

Colonel, Gonsral Staff, 
A. C, of 5. , 0—2. 
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MEMORANDUM FOR THE CHIEF OF STAFFS 

Subject; Responsibility for the Solution 
of Intercepted Enemy Secret Com- 
munications In War. 



I. The problem presented 

Should the Signal Corps be charged with the solu- 
tion of enemy code or cipher messages and the detection of 
enemy secret Ink documents Intercepted in time of war?' 

II. Facts bearing upon the problem . ' , 

Under present policies G-2 Is charged with the 
solution of code and cipher messages and the detection of 
secret ink documents of the enemy intercepted In war or other 
emergency which requires such action. 

2. Under present policies, the Signal Corps is 
charged with the compilation of codes and ciphers for use by 
the Army, and with the interception of enemy radio traffic 
which Includes enemy code and cipher messages. 

3* It is apparent that the operation of a code and 
cipher ablution service and a service for the detection of 
secret inks Is not a normal General Staff function as contem- 
plated by the National Defense Act,. but Is an operating function 
which shoiild be performed by an existing service branch If prac- 
ticable. The present policy which charges these duties to G-2 
is a continuance of World War policy which was adopted In haste 
and In accordance with the exigencies: of the sittiatlon existing 
at the time. 

4. All of the afore mentioned. duties, viz., code and 
cipher solution, code and cipher conq>llatlon, code and cipher 
interception, and the detection of secret inks, are very closely 
correlated. From the viewpoint of efficiency in operation these 
duties should be assigned to one operating agency so that they 
may be organized Into a properly coordinated whole. The present 
asslgnotent of these closely allied duties makes for a division 
of responsibility between G-2 and the Signal, Corps which presents 
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difficulties, particularly in connection with organizing and 
training in time of peace for war. It seems logical, therefore, 
that the Signal Corps should he charged with all phases of this 
work to the end that it may he properly coordinated as an 
organized entity, and still remaip as at present under the 
General Staff control and supervision of G-2. 



III. Action recommended . 

The Secretary of War directs: 

1. That the Signal Corps he charged with the duties 
pertaining to the solution of enemy codes and ciphers and the 
detection of secret inks in war, in addition to those duties 
with which they are now charged pertaining to the coa^llatlon 

of codes and ciphers required hy the Army and to the interception 
of enemy radio and wire traffic in war. 

2. That the Handbook for the War Department General 
Staff of October, 1923* Chapter III, paragraph under '"Communi- 
cations Section" on pages 21 and 22 he changed to read as follows: 

"This section is charged with the formulation of War 
Department policies relative to codes and ciphers and with 
the supervision of all means of secret and confidential coramuni 
cation in the Army. It supervises the preparation of codes 
and ciphers for use in peace and war and-atteapts-the-selu- 
tien-ef -enemy ^eedes-aBd-eipkers-and-seeret-jjak-deeumeBts 
lH-warr--It-arraBges-w4th-the-SS:gBal-Gerp8-fer-the-iater- 
eeptieB-ef-oaemy-radie-traffie, and in time of war super - 
vises the Interception of enemy radio and wire traffic, 
the solution of enemy codes and ciphers, and the detection and 
employment of secret inks . " 

3^ toiat Army Regulations 105-5, paragraph 2e, speci- 
fying. * In part the duties of the Chief Signal Officer, he changed 
to read as follows: 

"e. The preparation and revision of the -War -Depart - 
meBt-Telegraph^Cede-aBd-ether-eedes-aad-eiphers-required 
hy-the-Army, all codes and ciphers required hy the Army, 
and in time of war the interception of enemy radio and wire 
tr affic, the g'onlometric location of enemy radio stations. 
tEe solution o^ intercepted enemy code and cipher messages, 
and laboratory arrangements for the employment and de - 
tection of secret inks. 



IV. Concurrences. 

A, C. of S., G-1 

A. C. of S., G-3 

A. C, of S., G-4 

War Plans Division 
The Chief Sl^^l Officer 



concurs, 
concurs . 
concurs . 
concurs . 
concurs . 




STANLEY H. FORD, 
Colonel, General Staff, 
A. C. of S., G-2 
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intelligence division 
■,replyln!t refer to 



WAR DEPARTMENT 
OFFICE OF THE CHIEF’ OF STAFF 

W ASH I NGTON 



OS-A. 

c:l. 




March 18,. 1929,. 



MEMGilAWD’uM FOR G0L0N2L FORD.; 

Subject; Merao'rahdxm for the Chief of Staff 
suhinitteeL herewith. 



1. In connection with the memorandum for the Chief of 
Staff submitted herewith for your approval recoramending that 
the Signal Corps be ch^ged. with the solution of codes and 
ciphers and the detection of aecret, ink documents of the enemy 
intercepted in war, the following amplifying comments, are 
submitted. 

2 . a. When analysed it is evident that code and cipher 
comoilation . code smd cipher solution, code and cipher inter - 
cention . and the detection of secret inks are very closely 
allied duti.es, both from the viewpoint of technique and also 
of practical operation, 

b-. In techniqoje the solution of enemy codes and 
ciphers is very closely related to: the cocroilation of codes 
and Ciphers for use by our own forces, since similar princi- 
ples are applied in both and operatives in either line of 
work must be' expert in both. 

c. In its operation, the solution of enemy codes 
and ciphers is very closely related to the work of compiling 
codes and ciphers for our own Use, since for secrecy's salce 
our own codes and ciphers should not be similar in construc- 
tion and form to enemy Codes and ^ciphers'; and closely related 
to the work of intercepting eneroy .code and cipher inessa-ges, 
since the particular enemy stations which are sending the 
type of code or cipher messages d.esired for solution must be 
selected for interception; and closely related to the work 
of detecting enemy documents written, in secret ink, since both 
classes of work, though differing in technique, are in the same 
category with ref'erenCe to their operations,, that is, both are 
solutions of secret enemj' communications. 

3. a. In connection with the difficulties of organizing 
and training in these duties,; which difficulties are increased 
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by the present division of responsibility with reference to 
them, the following comrnents seem pertinent. 

bi The work of cryptanalysis (code and cipher solu- 
tion and its correlary,’ compilation) is highly technical and 
requires a high degree of training for operatives. This train- 
ing requires much time and must be carried out by the Army, 
since there is no source in civilian pursuits from which this 
class of technician can be drawn. At, the present time there 
is only one individual in the Array who is technically expert 
in tnhs, work, Major \Y. K. Puiedman, Signal Reserve, who is 
employed in his civilian capa;city by the Signal Corps and 
has ciiarge of the Signal Corps Code and Cipher Compilation 
Section in the Office of the Chief Signal Officer, 

c. In time of ’war a corps of expert operatives will 
be required in the War Department for both compilation and 
solution of codes and ciphers, and also for the solution of 
codes and ciphers at General Headquarters in the’ Theatre of 
Operations and at the Headquarters of Pi.eld Armies. Peaces, 
time preparation requires' the training of such personnel and 
their tentative organization into units. Under present arrange- 
ments, G-2 of the War Department has no' esrpert to conduct this 
training, and in the' past has liad to borrow the Signal Corps 
expert for such limited ..amo.unt of training which it has been 
possible to give. Mbreo.ver, the only G-2 personnel .available 
for this training are reiserve officers, who Obviously cannot 

be m?,de experts in this work by fhe comparatively small amo'unt 
of training which they receive as reserve officers, 

d. As an example of the consequences of these unsatia- 
factory conditions the status of code and cipher solution in 
joint Army and Navy exercises may be cited, D’oring the last 
such exercise held in the New England area, the SigiTal Corps 
expert, Mr. Friedma.n,, was borrowed by the V/ar Department and 
given charge of code and cipher solution work for the exercise. 
He obtained the services of two officers of the Ml-F.eserve. and 
one Signal Corps officer and creditably carried out such work 
a.s he could with such an extemporaneous and untrained organi.za- 
tion. Dioring the last joint exercises held in the: Pa;nania Canal 
Depai’tment and those held in the Ke.walian Department,, enemy 
messages were intercepted but no attempt wals made^ to solve those 
in code or cipher due to the absence of personnel qualified 

for the work. 
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4., If the Sigpal Ch'rps could oe given the entire responsi- 
’pliity for the operation of all of these duties, it Rould -go a 
long way toward smoothing out many of the present trouhles; Irain- 
,-ing could he coordinated, personnel could he assigned for training, 
and in time arrangeiTients co'-ald be ^made for q_ualified personnel 
at. .headquarters, carrying on joint or other maneuvers requiring 
'this work, G-2 .would of CQ-urse., continue to get out policies' 
for and to supervise this work as at present.. Of course, results 
from this change would not he- ■ra.pparent prohahly for some time-, 
hut it is thought that these recommendations are the first step 
in the proper direction. 



i 



i 



1 Inel, 

Memo, for 
Chief of Staff. 



I. K. ■/.•iLSGl'I, 

Lieutenant Colonel, 'CTeneral Staff,, 
lar Plans and Training, Sectioni 
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IN REPLY 
REFER to 




WAR DEPARTMENT 

OFFICE OF THE CHIEF SIGNAL OFFICER 
WASHINGTON 




■i! 



MMORANDUM FOR: The Chief Signal Officer. 

SUBJECT: Increase in personnel for the Signal Intelligence 

Service. 



I. Papers accompai^ing; 

1. Letter to the Chief Signal Officer from The Adjutant 

General, dated April 22, 1930, Subject: Codes, Ciphers, 
Secret Inks, Radio Interception and Goniometry. 

2. General Background. 



3 . Personnel available and reqxilred for the Signal Intelligence 
Service. V 




4. Organization of Communication Security Group (formerly 
Code and Signal Section) and Registered Publication, 
Section, Navy Department. 



5. Signal Corps Board Case No. 200, Janxiary 19, 1935 • 

6. Letter dated March 20, 1935, to The Adjutant General, 

Subject; Increases in Civilian Personnel, FI 1937, and 
1st Ind. thereto, dated March 27, 1935. 

7. Estimates for FI 1938. 

II. The Problem presented: 



What action by the Chief Signal Officer is necessary in order 
to enable him to discharge the duties prescribed by Par. 2^ 
AR 105-5 as amended ly Changes No. 1, August 21, 1934. 



III. Facts bearing on the Problem; 

1.' For many years the Chief Signal Officer has been charged with ■ 
responsibility for compiling codes and ciphers, for locating eneny radio 
stations by goniometry, and for intercepting eneny electrical communications 
in time of war. 



1 



2. In May, 1929, responsibilities in connection with solving 
eneny codes and ciphers, and maintaining a secret ink laboratory were trans- 
ferred from G-2 to him. 



CnORET 











3. In a letter dated April 22, 1930, the War Department set 
forth certain general principles for the guidance of the Chief Signal 
Officer in carrying out his responsibilities in these matters, A copy 
of this directive is attached hereto. Reference is made specif ical]^ 
to Pars. 2'^ 3 and 7 b thereof, and to Incl. 2, General Background, 

4. In August, 1934, responsibilities in connection with the 
printing, storage, accounting, and distribution of codes and ciphers 
were transferred from The Adjutant General to him, (Changes No. 1, AR 
105-5, August 21, 1934.) 

5. From 1920 to 1930 the Chief Signal Officer had funds suf- 
ficient to employ but one cryptanalyst 0 ^5600 per a nnum , and one typist 
at $1440. With the additional responsibilities given him in 1929, funds 
were made available to employ the following total personnel: 



1 Principal Cryptanalyst, P-6 $5600 

3 Jtinior Cryptanalysts, P-1, © $2000 6000 

1 Cryptanalyst Aide, SP-5 1800 

2 Asst, Cryptographic Clerks, CAF-3, © $1620 3240 



Total $16640 



No additional funds were furnished to provide personnel for the additional 
responsibilities noted in Par. 4- 

6. The present duties in connection 7/ith: 

a. Compilation, proofreading, storage, distribution, and 
accounting of codes and ciphers. 

, b. The ■ activities connected with the devising and testing 

of cryptographic machinery, 

c_, -'The activities connected with the preparation of instructional 
4 material in cryptography and cryptanalysis and the conduct of training 
in the Signal Intelligence School and Amy Extension Courses in these 
subjects, 

are so numerous that the present very limited civilian personnel available 
to the Chief Signal Officer is not able even to keep up with these duties, 
let alone do any real work in cryptanalytlc research and solution of current 
material. If these duties alone are to be properly performed, an increase 
in personnel is absolutely ' essential. An analysis of the personnel required 
is included in Incl. #3, Personnel Available and Required for the Signal 
Intelligence Service. 

7. The assignment of Regular Arny officers to cryptanalytlc work 
and research on current material is Impracticable because they cannot be 
kept on such assigiments continuously and in order to develop the skill 
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required for success in this specialty continuous application and long, 
practical experience are absolutely requisite. Reserve officers (except 
for those who are also civilian employees now engaged in this work in 
this office) will never be more than suitable., selected personnel to be 
trained as assistants after the emergency breaks. Hence, the civilian 
employee is the sole practicable answer to the problem. 



8. In 1934 the matter of the peace-time development of the 
Signal Intelligence Service was made the subject of special study ly 
the Signal Corps Board in Case No. 200, copy of which forms Incl. #5, 

The Board recommended that one (l) civilian cryptanalyst be assigned 

to each of the six (6) Signal Intelligence Detachments (overseas Depart- 
ments, 8th and 9th Corps Areas and Fort Monmouth). The enlisted personnel 
for these detachments was included in the increase in the strength of 
the Signal Corps lander the 1936 appropriation bill, but it is impossible 
to furnish the six civilian cryptanalysts required for these detachments 
until this personnel is obtained, and trained by the Chief Signal Officer, 

9. Under date of March 20, 1935, the Chief Signa:! Officer re- 
quested authority to present in connection vdth the 1937 estimates a re- 
quirement for two (.2) Assistant Cryptographic Clerks at $1620 per annum 
and two (2) Junior Cryptanalysts at $2,000 per annum. The War Department 
approved the inclusion of this additional personnel in the Signal Corps 
preliminary estimates. The limiting figure, designated by the War Depart- 
ment imder date of August 5, 1935, for Project No. 1 "Personnel" of the 
Signal Corps estimates to be submitted to the Bureau of the Budget was 
reduced to such a point as to necessitate the deletion of these four 
positions from the FY; 1937 estimates* One of the contributory factors 

in the necessity for this deletion was, no doubt, the lack of support by 
representatives*: from the A, C. of S. , G-2, whose assurance of cooperation 
in defense of this item had been obtained in advance, but who failed to 
appear at the hearing when held. 

IV. Opinion of the Officer-in-Charge, War Plans & Training Division: 

1, Such a serious shortage of trained personnel exists in the 
Signal Intelligence Service that that service cannot fully perform its 
peace-time mission, 

2. Should this shortage of personnel be allowed to continue, 

no Signal Intelligence Service worthy of the name will be available during 
the early phases of an emergency when the most valmble results should be 
expected from this agency, 

V. Action recommended; 



1, That if funds in the amount of $7240 accrue by savings under 
Project 1, FY 1 937 , that these savings be used for the employment of two (2) 
Assistant Cryptolraphlc Clerks @ $1620 and two (2) Junior Cryptanalysts 
@ $2000, to be obtained and trained in this office as soon as possible:. 
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2. That if no such savings can be foreseen, fimds be diverted 
from other projects and allocated to Project 1, FY 1937, for the forsr- 
going purpose. 

3. That estimates for FI 1938 Include the funds set forth in 
Incl. 7', for personnel for the Signal Intelligence Service, 



VI. Concurrences; 



Fiscal Division ( 
Executive Officer ( 



) concurs, 
) concurs. 



nr rt *n ' 



W, S. Rumbbugh, 
BJajor, Signal Corps. 



Inclosiires:; 

6 docvunehts. 
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REFER TO 






WAR DEPARTMENT 

OFFICE OF THE CHIEF SIGNAL. OFFICER 
WASHINGTON 



August 19 , 1935 



MMORAliDUM TO t 



Major Rcmbough. 



1. It Is believed that the time has come when the Signal Intelli- 
gence activities of the Chief Signal Officer should be organized on a 
more extensive basis than Is now the case. In order that personnel for 
efficient operation may be available when the situation will require 
their services. It is hardly necessary to point out that on account of 
■Uie long period of time It takes before a real expansion can be accom-. 
pllshed we must begin several years In advance of the time when the 
funds will )>ecome available for actual expenditure. It Is also essential 
in view of the long period of speclaJ. training reqiiired for cryptanalytlc 
personnel before they can actually do useful work. 

2. There Is therefore submitted herewith for your consideration an 
outline and a chart covering the expanded and reorganized Signal Intelli- 
gence Section. Attention has been given to the necessity for providing 
opportunity for advancement of Signal Intelligence personnel commensurate 
with the increasingly difficrult and responsible duties to be performed by 
them as they progress In the work. This is also essential if we are going 
to make it worthwhile for yoxmg men with ability to devote their lives t° 
^ch a restricted field as cr y ptography and cryptanalysis, which presents 
no competitive opportunities for advancement in the commercial, world, 

3 . In my opinion, if the Signal Intelligence activities and personnel-^ 
are expanded as shown on the attached organization chart, the establishment 
of a separate division in this office would be warranted. 

4 . There is attached, for comparison, a chart covering the present 
organization of the Signal intelligence Section, showing the funds now 
expended for personnel. It should be added that we have inserted in the 
preliminaiy estimates for FT 1937 provision for two Assistant Cryptographic 
Clerks, CAE-3 > and two Jtinior Cryptanalysts, P-1. These are intended for 
service with Radio Intelligence Detachments in the field. In any case, 
allowing for two yeeirs’ minimum period of training, they will not be ready 
for actual work until about Jvlj 1939, and then they can not be expected to 
be experts. 

5 . There is also attached, for comparison, a chart covering the preset 
organization of the Code and Signal Section, Ravy Department. It should be 
added that the Chief of that section has recently stated that they are going 
to expand still further and have started to make provision for several more 
positions in the upper brackets of the professional grades, P-t 3, 4> 5 and 6. 
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6, Realizing that it will take some time before real progress can 
be made in the waj of expansion, and that in &ny event a nucleus for that 
expansion must be retained, I urgently recommend that steps be taken at 
once to bring about an administrative reclassification of the present 
personnel of the Signal IntelHgence Section. This is not at all difficult 
to accomplish. It shoiild be done in order that the present personnel may- 
have some hope of advancement within a short time if th^ remain in the 
work, and under the Chief Signal Officer. If it is not done, soon we shall 
find -that the Signal Intelligence Section has become merely a traiiilng 
ground for other departments. Incidentally, in this connection, I have it 
on the best authority that the cryptanalytic section of the Coast Guard is 
now making administrative reclassifications of their present personnel, 

(who were only on July 1, 1935, reclassified from subprofessional (SP-5) 
grade to P-Q to P-2 and P-3. Their personnel have not had either the 
training or experience of our own; in ray opinion, with a full knowledge 
of their work, they are less aKLe cryptanalysts than are our own. 



' 7. It is also realized that the Chief Signal Officer has done all 
that he could with the funds available for promotions. We are about to 
lose one excellent man whose services we will find it very difficult to 
replace.. It is only my sincere desire that our present organization be 
not completely disrupted within a year or two by other separations which 
leads me to -urge the ad-visability of taking this matter up as far as 
possible in the War Department before becoming resigned to the impossibility 
of accomplishing the ends sought for herein. 



/ 

V, 







William F., Friedman 



Attached; 

Outline of proposed organization. 

Chart of proposed organization 

Chart of present organization 

Chart of Code & Signal Section Organization. 
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Organization and Duties 
Signal Intelligence Division. 



1, ADMINISTRSTIVE SECTION 

Personnel - 
1 - Major 
1 - Captain 

1 - Principal CrTptanalyst P-6 
1 - Ciyptpgraphlc Clerk CAF-4 
1 - Asst, CiTptographic Clerk CAF-3 

1. - MultilitJunimeograph-ta'bulatlng machine operator CAF-4 
1 - Clerk, typist GAF-2 
Duties - 

1 - Administration and coordination of sections of Signal Intelligence 

Division. 

2 - Technical supervision and coordination of Signal Intelligence Service, 

including designation of specific missions of Radio Intelligence 
Detachments in the field. 

3 Liaison with signal Intelligence agencies of other government depart- 

ments. 

4 - General liaison with other divisions of OCSigO. 

5. - Liaison with MID on Signal Intelligence matters., 

6 - Coirrespondence and files of division. 

7 - Reproduction and distribution of copies of documents for all sections 



of the Division, 

8 - Maintains reference library and information center for Signal Intelli- 
gence Division, including information, maps, charts, and docments 
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- EONriDENT TO - 



pertaining to comnmnication ^sterns of the world and the 
International. Telecommunications ^nion. 

9 - Prepa,ration of special reports as. reqiiired. 

10 - Preparation of material and participation in work of Armijr-Navy 

Committees on signal intelligence matters. 

11 - Preparation of unit plans for signal intelligence activities under 

war plans and general mobilization plans. 



2. CRYPTOGRAPHIC SECTION 

A. Personnel: 

1 - Cryptanalyst P-4 • 

1 - Junior Cryptanalyst P-1 
1 - Asst. Cryptographic Clerk CAF-3 

B. Duties: 

1 - Compilation, production and revision of all codes, cipher tables, 

cipher keys, and cipher alphabet strips. 

2 - Direction and coordination of new codes and ciphers, and changes' of 

editions of codes, ciphers, cipher tables, cipher keys employed in 
the military establishment. 

3 “ Proofreading of ciyptographic and cryptanalytic publications. 

4 - Design of cryptographic systems, apparatus, and mechanisms; prepa- 

ration of patents covering new apparatus, and liaison with Signal 
Corps J’atents Section. 

5 - Liaison with Government Printing Office on printed cryptographic 

publications. 

6 - Technical liaison with cryptanalytic section, with communications 

security section, and with other arms and services and with Signal 

Corps personnel in connection, with design and service testing of 

„ ~ ^ ~ 
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new codes, ciphers, cipher machines, and improvements in our 
own S7stems of secret communication. 

- Studies in connection with improvements and new developments in 
use of tabulating machinery for cryptographic and ciyptanalytic 
work. 



3. GiZrPTANALITIG SECTION 



Personnel; 



1 - Lieut, (langoiage officer) 

1 - Senior Cryptanalyst P-5 

1 - Cryptanalyst P-4 

1 - Associate Gryptanalyst P-3 

1 - Asst. Cryptanalyst P-2 

1 - Jainior Cryptanalyst P-1 

;i - Gryptanalyst ,Aide SP-5 

1 - Senior Cryptographic Clerk GAF-5 

1 - Cryptographic Clerk - CAF-4 

Duties: 

1 - Solution of intercepted traffic. 

2 - Translation of solved messages when required, and research in 

foreign languages In connection with cryptanalysis. 

3 - Research in cryptanalysis and preparation of technical papers based 

thereon. 

4 - Intercept traffic analysis, including research in radiogoniometry, 

means and methods of locating fixed or mobile stations. Technical 
liaison with field radiocompass stations. 



1 



I 
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5 '- Liaison with cryptographic section and with conmnniGations security 

and training section in connection frith improvements in communication 
security measiires and in training problems arising out of crypt- 
analytic studies . 



4* COMf/DNICATIONS SECURITY AHD TRAINING SECTION 

A, Personnel: 

(I) Captain 

1 Cryptanalyst P-4 
1 Asst. Cryptographic Clerk CAF-3 
1 Clerk, typist CAF-2 

B, Duties: 

1 - Conducts Signal Intelligence School for training of regrdar army, 

reserve officers, enlisted, and new civilian personnel of Signal 
Intelligence Service in all phases of signal intelligence aiid 
communications security. 

2 - Conducts Army Extension subcourses in signal intelligence work. 

3 - Prepares instructional manuals on signal Intelligence and communica- 

tions secvirit:y subjects. 

4 - Prepares and delivers lectvires at service schools on signal intelli- 

gence and communications security. 

5 - Supervises communications security in the military establishment, 

including War Department Message Center. 

6 - Technical liaison with Fort Monmouth in training of radio intelli- 

gence personnel at the Signal Corps School. 

7 - Analysis Of otot own traffic for purposes of communication security. 

$ - Technical liaison with cryptanalytic section and cryptographic section 
in connection with improvements in our own codes and ciphers arising ^ 
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out of comnmnication security studies. 



I 

I 

5. REGISTERED PUBLICATIONS SECTION | 

A, Perspimel: 

(l) Captain 
Assistant 

1 __/Ciyptographic Clerk CAE-3 
(1) Clerk, typist CAF-2 

B. Duties: 

1 - Storage of registered cryptograpMc publications, including super- 
vision of measures for safeguarding vaults. 

Z - Issue of registered cryptographic publications, including preparation 
of distribution tables liased upon current needs and war plans. 

3 - Accounting of cryptographic publications * 

6. SECRET INKS AND SECRET SIGNALLING SECTION 

A. Personnel: 

1 - Chemist-Physicist P-2 

(l)- Clerk, typist CAF^2 

B. Duties: 

1. Operation of secret ink laboratory. 

2. Research in preparation and detection of secret inks. 

3. Collection, evaluation and preparation of information on systems 

of secret signaling, including radio, optical, acoustical and 
thermal methods. 



4. Technical liaison with Signal Corps Laboratories in regard to 
research in subjects mentioned under 3. 




I 






1 



I 

I 



I 

\ 



\ 
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PRESENT ORGANIZATION OF SIGNAL INTELLIGENCE SECTION 



f . 
Cv 



T7“TJutrite 




Total payroll; $17,420 per annum. 



A , 1 -* 
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Commissioned: 

1 - Major 

1 - Captain 

1 - Lieutenant 
3 - Total commissioned 
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TOTAL PERSONNEL 



Civilian; 

1 Principal Cryptanalyst P-6 
1 Senior Cryptanalyst P-5 

3 Cryptanalysts P-4 

1 Associate Cryptanalyst P-3 

1 Assistant Cryptanalyst P-2 

2 Junior Cryptanalysts P-1 
1 Chemist-Physicist P-2 

1 Cryptanalyst Aide SP-5 

1 Senior Cryptographic Clerks CAE-5 

2 Cryptographic Clerks CAF-4 

4 Asst. Crjrptographic Clerks CTiF-3 

2 Clerks, typist, CAF-2 

1 Multilith-mimeograph-tabulating 
machine operator CAF-4 

21 Total civilian 



(|5600-$640Q) 


($5600-$6400) 


(14600-15200) 


($4600-15200) 


(t3800-t4400) 


($11400-tl3200) 


(l3200-$3700) 


($3200-13700) 


(|2600-l3100) 


(t>2600-$3100)' 


($2000-42500) 


(t'4000-$5000) 


(|2600-$3100) 


($2600-13100) 


(|1S00-$2100) 


($1800-12100) 


($2600-12500) 


($2000-12500) 


($1800-12100) ■ 


($3600-$4200) 


(1620-$1920) 


($6480-$7680) 


(|1440-$1800) 


($2880-$3600) 


($1800-$2100) 


($1800-$2100) 


Grand total 
for salary 


($52560-161880) 



nONP I DEM'H ^ 
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A HISTORY OF THE SIOIIAL mSlLiaBKCB SERVICE ' 



1 

!• Prior to' Jxmo 1917 no department of the Goremment ocmdocted any 
oryptanalytic aotlvltiea vimtsoever*. From June 1916 to about Deoamber 
1920 a oonaldorable amount of «ork along these lines vas eondueted purely 
ae a patriotic enterprise and at his oan expense by llr« George Fabyan^ 
ehose Riverbank Laboratories at Geneva,, Illinois^ organised and provided 
elementary training for a small group of amateur cryptanalysts to vork 
upon such oodes and ciphers as were forwarded by the TTar, Havy« State, and 
Justice Departments* The group soon beoaiae eomewhat proficient and grew 
in numbers, at one tim reaching 30 persons* The uodereigned directed the 
oryptasalytio operations and training at the Riverbank Laboratories frcm 
the time of the inception of this work until its dose thereat in 1920, 
except for a period of a year (lay 1918 - May 1919) when he was 1st Lieut*, 
ISZD, serving at GH<^AEF in the German code solving section* 

2* a* In June 1917 the cryptanalytio activities of the T7ar Depart* 
ment were^'initiated by Oolonol Van Daman, G-2, with the eommiesioning of 
B* 0* Yardley, a telegrapher at the State Department, who had taken sooe 
interest in cryptography, and was given two civilian emplcqrees to assist 
him* The work grew rapidly and by the autumn of 1917 the increased staff 
was organised as a section designated as IH*8, vdiioh was subdivided into 
six 8\J3800ti0n8 t 

Cods and cipher solution 
Code and cipher ccanpilation 
Tmlning 
Secret inks 

Shorthand and mlsoellaneoue 
COsoaunicatlons (for MID only)* 

b» The functions and duties of these six subsections may bo 
briefly outlined > 

(1) The code and cipher solution subsection was what would 
now be called the oryptanalytic subseoticai* It wae the largest the sub* 
sections of MI*8 and performed the oryptanalytic work not only for the rJar 
Department but also for all other Government departments, including Navy, 
State, Justice, and the two cenaorships**Cable ^d Foetal , which irere then 
separate organlsatlcais* 

(2) Despite the fact that under Army regulations the com* 
pliatlon and revision of codes was a function of the Chief Signal Cffioar, 
cffi&pilation activities under the Signal Corps were apparently in a moribund 
state* Information having been received that the Germane possessed copies 
of the War Department Telegraph Code, MI*6 deemed it advisable to establish 
a oode ocsapllation suhseotion, and that subsection produced several codes 
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such as !!ili.tary intolUge&oo Coaos No* C> &n& Uo* S, soall pookst oc^es 
for soorot agents , and the like* ^ 

(9) Zn addition to training ou:^ aim personnel* S!I-8 tralnsd 
tha majority of the poraoonel sent orarseas for oryptazalytio duties »ith 
field forces* both ASP and Siberia* It must be mentiimedj hoiraTer* that 
approximately 86 officers vers trained at Riverbanfe laboratories* 'she re 
a six-eeek training oourse in cryptanalysis «as gieen these offioera prior 
to their Shipment orerseas* 

(4) A laboratory eas established for the preparation of 
invisible inks for use by our om agents* It also examined letters for 
socret writing and an average of over 2000 letters per week tore examined 
for the military and postal osnsorshlp from July 1* 1918 to February 1* 
1919* 



(5) fhe shorthand stbseetlon wan <s‘ganised to handle captured 
doeumente end texts in various shorthand systeais* espeoially Gensan* which 
had to be deciphered* This was in fact the first subsection organised in 
LZ*8, when censorship began sending (Ootobei' 1917) letters and doovaents 
supposed to b'e in cipher but which turned out to be in shorthand* In June 
1918 the A£F requested IS expert stenographers idio oould take down verbatim 
examination of German prisoners* The required ntaber was found and shipped* 
This subsection also provided trained linguists for Ml»@ and the A£P* 

(6) The consaunioatione subsection was established in UI»8 

for handling metsages to and from military attaches and intelligence officers 
serving abroad* In a period of nine months it sent and received about 25*000 
suoh messages* practically all in code* 

S* At tha height of its development* whiob was reached In November 
1918* MI-8 was, for those days* a irather large unit* oonsi sting of 18 
officers* 24 civilian oryptogrephera and oryptanalyett* and 109 typists 
and stenographers* The tine had ocme for the establishment of a definite 
poli^ for the future* How, the guiding heads of Military Intelllgenoa at 
that time fully recognised the high importanoo and value of the services 
rendered by the MI-6 oryptanalytlo bureau, because they had been in positions 
where the products of the daily aotivitiee of the bureau came directly to 
their notice end they could not fail to note tlis Influence and bearing 
which the work had, not only upon tha militaiy and naval* but aleo upcm 
the diploemtic* political, and eocnomio phases of the conduct of the war* 

They therefore had praotioal experienoe In the matter and oould bring the 
weight of their positiem oi^ influence and their actual oxperienoe to bear 
upoa those in oharge Of the purse strings* with the result that they wore 
ablo to obtain funds sufficient to keep a fairly large organisation Intaot 
for a year or two* An annual appropriation of #100*000 wae reoensaendod 
in a memorandum for the Chief pf Staff from the A* C* of 8** G-S* dated 
May 16* 1919*r(Tab A attaohed) 'to be used as followst 
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Rent, light and heat 


$ 3,900 


Reference books 


100 


Personnel: Chief (lardloy) 


6,000 


10 code and cipher experts 


• ■•Bt $3,000 


30,000 


15 code and cipher e:q)erts 


a $2,000 


30,000 


25 clerks 


$1,200 


30,000 
$ 100,000 



The item for *rent, ligiit, and heat" is explainable !»hen it is noted that 
the bureau was to be moved from Washington with a view to hiding its 
existence. Of the $100,000 recommended, the State Department ivas to pro- 
vide $40,000 and $60,000 was to be provided for ejqpenditure by the A.C. 
of S., G-2 on "confidential memoranda" against funds pertaining to "Con- 
tingency Military Intelligence Division" — that is, by vouchers not sub- 
ject to review by the Comptroller General. The paper containing the 
recommendations made by the A. C. of S., G-2 to the Chief of Staff was 
"QK-cd" and initialled by Acting Secretaiy of State Polk cn May 17, 1919, 
and within three days of the initiation of the paper (May 19) it 'vas approved 
by the Secretaiy of War over the signature of General March, Chief of Staff - 
C(see top sheet of Tab A) . > Next came the question of actually obtaining the 
funds. Just how difficult this turned out to be I do not recollect, if I 
ever did know. (I don^t think tliere was much difficulty. I aas offered 
a very good position in ohe organisation but, for reasons not pertinent to 
this paper, was forced to decline.) However, the necessary funds were 
obtained. The plan was iiut into effect, the bureau was installed in a private 
house at 22 East 38th Street, New York City, and all personnel together with 
existing records were ..loved thereto. 

4* The foregoing funds took care of the bureau for the FI 1920, but 
when in June 1920 it came time to set up the budget for FI 1921, the purse 
strings were already beginning to be pulled tighter. Many of the "old-timers* 
in G-2 had gone to other assignments} those reiiiaining and the newcomers in 
G-2 apparently did not have the backgroimd of the story, nor the foresight 
and the influence to press the matter so far as the War Department was con- 
cerned. The appropriation was at once cut in half, that is, to $50,000, 
of which xhe State Department share still continued to be §4o,m00. It is 
possible that the G-2 thesis was that since the work done by the bureau was 
primarily, if not soleiy, for and of interest to the State Department at 
tiiat period in our af fail’s, all or nearly ail of the funds should be --rovided 
by that department. The War Department overlooked some very important ^oints 
in the situation — points which trilo. be brought up and emphasized later 
in this summary. Near the close of FI 1921, when it appeared tliat a further 
cantraction in f\mds could be anticipated, an attempt was made to obtain 
State Department support before Congressional appropriations caaid-ttaes, and 







th» A* C« of G»2 siioeeciieG in gettir^ vlio Cocrotary of Stato to 
wri^ e latter to the fhalr^iau of the Sena-^ i^pfopi^&tiffl^ CcoBalttee* 

VA eepy of this letter ie atteehed ae Tab The A* C» of S«^ Q^Z aleo 
‘'preeonted hie ▼iaws before the coewitto® In oioeed sessian^ during ehloh 
open reference to and exhihita of orypta^lytic work aore iaade, ae eri- 
denoed by a zaenorandum attached to Tab The ehoiring s:ade nt*t have been 
lepresffitre, for there was not, in ST 1922, another ehairp decline in funda 
allotted for oiyptanalytio work* Hoirevor, In order not to break the oon* 
tinuity of the hietory at this point^irill merely he stated that year by 
year the funds provided, far the xxintenanee and operation of the bureau 
beoaise more and more oonetrieted until by the autuam of 1929 the folloslns 
tabulation, based upon a letter dated July 17, 1929 frox Tajor O. S» Al* 
bright, G-2, to the Chief Signal Officer (General Olbbe), shows how the 
bureau had been permitted to deteriorates 



Rent 


$ 3,000 


Books, postage, travel and 




tranaportation, nice* 
Fersoxmelt 


2,S70 


1 Chief (Yardley) 


7,600 


1 code h cipher export 


3,660 


1 translator (Jap) 


3,760 


1 secretary 


1,800 


1 olefk-typlet 


1,600 


1 clerk-typist 


1*320 
% 26,000 



6* Of the total appropriation of f26,000, the State Department fur» 
niched ClC,000, the ?rar Department $10,000* The aotivlties of the bureau 
had by this tir^e become so reduoed that It was sendiz:^ in only oeeacional 
translations of a fern Japanese end a few iiexiean diploomtlc iceesagee* Ko 
twsearch whatgoever was eonduoted In eryptaTialysis s there were no traiiilag 
aotl^ties, no intercept no dijeotioxfc^fimiiBg^^^^ no secret ink work* 

The psreennol consisted of six persons all told and S?ig5^ of the total pay- 
roll went to one can, who had little interest other than to oontinue ae 
long as possible to iraint&in himself in the sinecure Into which he had been 
permitted to cstablleh himself* ife. not only hod hi* well-paying Gorenaaerrt 
position but was engaged oqitn»rcially in other activities* 

I 

6* In the eusner of 1929 SfAJor 0* S. Albright, Signal Corps, was 
assigced to G-2 to sorve on staff of the A* C* of S*, G-8|to supervise 
and coordinate such of the oryptographio and eryptanalytle activities of 
the Dopartosnt as remlned* After a careful study of the situation and 
an appraisal of how the existing eryptenalytle bureau was and was not serving 
the functions for whioh it had been or should bo intended, i<ajor Albright 
came to the conclusion that the entire picture was wrong* He felt that 
the product (’Tjulletin*) whioh the bureau was turning out only intermittent- 
ly was Indeed of primary interest for its own sake to the State Department, 
and while the lar Department had only a secondary intereet In the ’’bulletin" 
for the information it gave, the primary interest of the War Department in 
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«ryptamIytio stwiles in poace tine mo that it ms intasdad angaga 
in researoh and to providia a n»aos for training spaoiallsad personnel 
for l»aadiate aar*>tiQia effeeti-vanose* iE&Jor Albright found that not only 
araa t^wro little if any training balng oonduotad but also that all 
poraon* in ti\e bureavi, excayli for one dork reeeieing the least pay, isora 
"getting along in yaars"— their potential usefulness for possible sartlina 
jjerrice praotioally nil* ‘ioraorvor, the bureau w* no<n hidden aaay in a 
p\iblio office buildizjg in Sew York (under oovor of the "Code Compilation 
C«npany" for alleged purposes of aocurliy) and far auny frm direct sv^r- 
“rision of anybody oonneoted with the I’ar SopartBent or of G-2* so that 
nobody knew ahat was going on, hos? the office was adminietered, oto* 

Yardley derotad moat of his time to two or three prlirato anterprisea, 
(ooramerciaX code compilation, real estate brokerage, consultant in coda 
mtters to ocmenroial fimis) and he mas having a "field day" at Governnent 
expanse* Thera ia addition, several othar weighty factors tSiich 

nokivated ya^w Albright in preparing a G-2 study [(Tab C)][reooBBBonding that 
the bureau be taken out of 0-3 and Ha functions tmnsfarrod to tho Signal 
Corps* Chief among tiieae uas the desirability, if not necessity, of placing 
all cryptographic and cryptarsalytic -work of the War IJopartnent under one 
agency, rather than distributins it omong three (The Adj\itant Sencrel, for 
printing, storage, issue, and aqoouatlng of codes j the Chief Signal Officer, 
for corapiliag codes and cipheraj military Intolllgenos, for solution of 
codes and ciphers)* A nemorandtfa on tho sajne subject was prepared by Lieut* 
Col* T, K. Wilson of the »Car ?lans and Training Seotlon of d«2,[aad is also 
attached hereto (Tab D)*^ The reasons giwen in the <1«2 study and' in Colonel 
Tileou*e msmorandum were apparently desaod valid by the Chief of Staff, for 
ifajor Albright’s reconaendations vere approved In April 1929 and steps were 
so^ initiated by C«2 end tr^ Chief Signal Officer to put them into effect* 
The reo^aR.endations carried with then. Merely the wording of changes to be 
made in Ali 10£**5, speaifying tho duties of the Chief Signal Officer, these 
duties being enlarged to include the printing, storage, distribution, and 
accounting of oodes and "in time of war the interception of eneiay radio and 
wire traffic, thj» gffltu<rt?3tric location of enozy radio stations., the solution 
of intercepted enemy code aztd eiplior messages, and laboratory anwngoaents 
for the employment and detection of secret inks*" 

7* ilowover, before anything could bo dojie actually to transfer the 
activity, a now and very disturbing factor entered into the picture* In 
’j9.roh 1929 a new acniinietratiota took office, in which I£r* Stimsoa. beoaste 
Secretary of State* For a few weeks no "bulletins" frer; tho cryptanalytlo 
bureau in bew York wore given hia, the iatention being to "go slow" until 
he had becoeie sufficiently well oriented in tlie duties of his office to 
warrant bringing to his attention the highly soofet (ar^ i.i ilie then current 
view, highly "unethical") activities engaged in by ?Tar and State Depart- 
rents by means of funds provided ia large part by tho latter Departinent* 
tArly in ’lay 1929, however, the tine was doonied ripe for this .neasuro, and, 
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(according iio Tardley) it ras with sene trepidation that s. few transla* 
tions of Japanese code measagee were placed on Ifr* Stl»soa*8 deek* There 
eeens to he aoeie reason to believe that his reactloa was Tiolent and his 
ection drastic* U^on learning how tho material mo obtained^ he eharao- 
terliod the activity as being highly unethical and declared that it would 
ecase inmediately , ao far as the State Departiasnt ‘was concerned* To put 
toeth into his decision he gave instructions that v the necessary funds of 
the State Departjasat would be withdrawn at onoe ^H* It was «ily after 
coioaidereble pressure by the A* C* of S*,. Q-Z that he was dissuaded fren 
this course* which might have had serious oonssf^usnoes by suddsnly threnoing 
out of employment tlie six people concerned, at ^ t4 | y^ ooutiOBBlc , . 

de pression * f'or these workers had only special training in a field 
useless to ccnnaeroial, induetrial, chipping or banking fims, or to other** 
government departments, or to educational institutions* An arrangement 
was therefore made to close the office immediately so far as active wozt: 
was concerned but to keep the pers(»mel on the payroll for the necessary 
to wind up affairs and get the files ir. shape ready to turn over to tho Sig- 
nal Corps* Thie took a couple of months, and at tho end of June 1B29 the 
employees were given three months* pay in advance In a lump sum, to tide them 
over the period in vnicb they might be joblese* Since they had been paid 
out of ”confideatial funde” they had no civil service status and no retire- 
ment benefits; moreover, they ware ineligible for transfer to other Covem- 
ment positions* Of oourse, the danger was that their die satisfaction with 
what must have appeared to them as high-handed, arbitrarj’^ action on tho part 
of a new official, and that their helplessness in the serious perscmal altua- 
ti<m created for them in the aidet of a serious econcaic depression by this 
drastic action might lead them to Indiscretions which might prove most eia- 
barraseing to the Govammont and have serious cosasequences upon national 
defense* It turned out that whatever their private feelings, all the dis- 
charged personnel, evoept the chief beneficiary of the ojd regime, remained 
loyal and did the beat they could to find jobs* 



8* In October 1929 I was sent by the Chief Signal Officer to Sew York 
to take OTi’er the boxed up records and files of ths defunct bureau euad to 
oversee their tramsportatioa to llssbii^tRa. The ersrptanalytio activities, 
reseeroh, and tiwiining now being under the Chiof Signal Officer, immediate 
steps were taken coapletoly to reorganiss ^tho bureau ana its work* The 
funds s?vailable noro, of courso, voiy slia ~ only what rosained of the 
Ifrar Department’s contribution qP 1-10,000 for the FY 1950 was available, 
because tho remainder of the State Cepartaieat^s share of $15,000 had already 
baeOi withuraT«i by the Stato fepartrsent, as indicated above* An offer of 
employment was made to Mrs* ^.lilson, the Japanese expert with Tardley, but 
Eho was unable to accept, since it involvod moving to ’Tashingtoa and she 



A number of years later (1341) Ynrdioy told mo that he liad been mis- 
Informod as to ifr. Stiason’s attitude and that iT“was really the President 
(Ur* Hoover) idio "killed” t}:e bureau, not Mr* Stimson* ~'fhefe stay be some 
grounds for believing this, and it would be interesting to know the truth* 
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had a husband and child in Hem York. Another amploydo, Mr« Victor Tibiss* 
kopf • had a business in New York and refused to move to TTashington* Ihs 
feamle clerical en^loyces were deemed unsuitable for our purposes and, 
moreover, having no civil service status, they could not be taken on by 
treuasfer* An offer of teiz^orary employment was made to Tardley but he 
refused the tender* Instead, he proceeded secretly to prepare a book which 
first appeared in the form of articles in the Saturday Evening Post, and 
later appeared in much expanded form under the title, "The Amsriean Olaok 
Chasd>er** The book and articles moro highly sensational and made damaging 
disolosures oonoeming the most secret activities ever conducted by the 
Government* Before the appearance of the articles and book, hoirover, he 
had taken certain steps to protect himself from possible prOseoution for 
hie disolosures, among which was to resign his commission as l^jor in the 
Military Intelligence Reserve* Of course, had the authorities understood 
the real purpose of his resignation they might have prevented it so as to 
retain soms hold on him* But being in doubt or in ignorance of his real 
motives and deeming it just as an act of pique, the resignation was accepted* 
The unfortunate eons6qi»noes attendant upon the publication of the book 
need no elaboration herein* Suffice it to s^ that our amioable relations 
with the British, who resented the disclosure of certain Information ob» 
tained from them by Tardley as a ooosnlssionsd officer, were disturbed; 
much more serious, our precarious relations with Japan were brought to a 
boiling point when about 30,000 copies of the Japanese translation of The 
Anorioan Blaok Chamber were sold Tokyo in a period of less than a month 
(perhaps the book was subsidised by the Japanese Government itself)* The 
bad odor into which ell cryptanalysts extd eryptanalytio activities fell, 
as a result cf the difficulties which the publicity given the matter by 
Yardley's disclosures occasioned high government officials, had a bad effect 
upon the atten^ted reorganisation of the eryptanalytio bureau by the Chief 
Signal Officer* Funds were hard to get, and State Pepartn»nt support was 
lacking, if not in the other directim altogether* The most serious conse- 
quences of Yardley's disolosures, however, oame ten years later, and their 
effects can hardly be estimated* I refer here to the Jolt which his book 
gave the Japanese cryptographers, leading them out of thsir blissful ignoranee 
and causing them to develop really eoc^lex methods which are now giving us 
so many diffloulties* The same is true probably as regards the German and 
Italian cryptographers — their education has been entirely at Cnole Sam's 
expense and the final oonsaquenoes of Yardley's work can not yet be foreseen* 
They may well turn out to be disastrous* 

9* Mthout delay, as indicated in the beginning of the last paragraph, 
ths Chief Signal Officer proceeded, as energetically as possible under the 
oircumstanoes, to carry out the mission assigned to him* The reorganised 
code and cipher solving seotion was placed under the ¥ar Plans euid Training 
Division, since the coda ocmpilation seotiem was already there* A xwther 
detailed direqtive, which was prepared, by G-2 and approved by the Secretary 
of ^ar' (Tab E),-. beoame the guiding plan of tiie reorganised service, which 
was now named the Signal Intelligence Service* Its personnel, consisting 
of myself and one or two clerks, soon was augmented by a half dosen more 
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«mployee8» Training literature and ooursos in csryptanalyeia and oxypto* 
graphy were prepared and put into good usage at ones* A groat deal vas 
done in expanding our cryptographic xrork also, by preparing reserve edi- 
tions of existing codes, o<aipiling and devising new oodes and ciphers, 
developing cipher apparatus, and so on* Cryptaoalytio work was put on a 
fim basis of research and training, with emphasis on the latter, for 
there existed no intoroept service and the raw material could not We 
obtained* (Yardley Wad been aWle bo gat a snail amount of material from 
the cable oomponies but this source had practically "dried up" by 1929 
due to fear on the part of the coapeuiiaa*) Hence an intercept service 
now was organised and grew very slowly* All phases of signal intelligence 
were unified under one service and taken under study and motion* Horeovar, 
important cooperation with the ]?avy in the same of work was also 
initiated* How the activity has expanded sinoe then requires no ooiEiment 
at this tine* However, a few words about relations with the Havy are 
pertinent* 

10* Cryptanelytio activities in our lavy Department were practically 
non-existent until after the close of the last war, during which, as was 
noted above, whatever problems they had in cryptanalysis were referred to 
in-8* Bu;^ in 1921 the Havy, recognising the important role whioh orypt- 
analyais was bound to play in the fut^lre, began building up a large unit 
in the Davy Department, with echelons afloat* Ithereas the Army placed 
emphasis upon civilian training, the Navy placed emphasis upon officer 
trainings and for each dollar the Army was able to obtain for cryptanalytlo 
and oryptograpMo work the Davy was able to obtain three to five dollars, 
until by 1939, as far as concerned numbers of officers and civilian per- 
sonnel engaged in these activities, amount of equipaent on hand, and funds 
available for research, the ITavy bad considerably outstripped the Army* How- 
ever, it may be said, with some justifiable pride perhaps, that while they 
were ahead of us in quantity, we were ahead in quality, for ell the important 
developments in both the ciyptographio and the oryptanalytio fields must be 
credited to Array personnel* At first, cooperation between the two services 
was intermittent end at tlsnee very indifferent — the usual mutual 8^l8picion6 
and jealousies pervaded our relationships* But, happily, for the past four 
or five years cooperation has been much more wholehearted, with the result 
that it may now be said without reserve that, as regards their cryptographic 
and oryptanalytio activities, teohnlcal cooperation between the Army and 
Navy in these fields is so close as to be the seme as though they were under 
one head* This, of course, is at it should be and must be in order to gain 
the desired result from suoh activities* 

11* It would be of utmost value to the winning of this imr if the 
Government were now in a position to read the oodes and ciphers of all the 
foreign powers those actions and probable intentions are of interest and 
importance in our prosecution of the war* It could have been in this 
fortunate position had It given to oryptanalytio studies the attention 







irixioh tbsy deserve during; peMetiao and had provided funda tor thair 
continuity cn a soiale suffieicnt tor the purpose fcr ii^ioh, they are 
intanded» , The matter canto sucmarlted varr saecinctly in this state* 
Bontt Actual or phyoioal ^rfare is interaittsnt but sigiial ssourlty 
warfare, especially cryptanalytic warfare, is ccntlnuoua« It Is vital 
that this be understood by those who exercise the control over such 
studies* 



12* There are four basic reasons why this continuity in cryptanalytic 
studies is so isiportant* They will be discussed briefly i 

(1) Tit must be realised that cryptanalytic activities have no 
counterpart in civil life* Therefore, on the outbreak of war there is 
no important source frooa which trained, experienced personnel can be 
drawn for iomsdiate usefulness* Since skill in cryptanalysis can hardly 

be developed in a short tiose and cryptanalytic units capable of producing / 
quick results can not be improvised in a hurry, unless there is a good- / 
sised nucleus of such trained and experienced personnel no good crypt- 
aualytic operations can be conducted in the early phases of a war; that 
is, just at the time when results can tzsually be obtained most easily 
and when such results are extremely important* Moreover, it is in the 
upper strata of cryptanalytic brains tint continuity in studies is most 
important* It is possible, under pressure, to obtain large numbers of 
recruits of high Intel ligence frcea colleges and vtniversities, but until 
they have had at least five years aotiial experience and training they 
are wholly xmprepared to attack the more difficult problems encountered 
in modern, up-to-dato secret comauaications^ Consider the present "Puiple* 
system, for example* It required almost two years of concentrated effort 
to break down this syst^ixa and.it vras indeed fartunato that this bad been . 
aoocanplished by September ^1939^ If wo imd only boon able to start this 
study in December 1941 it i^uld not have been possible to read those 
messages short of two years’ study, if at all, becaxise the problem is so 
difficult to begin with, and moreover, the volume of traffic available 
for analysis would bo so small ooraparod to what it was shortly before 
December 7, 1941* Moreover, if we did not hnvo the two years’ experience 
with the ordinary "iPurple” the task of reading the special "Purples” now 
occasionally employed would be extremely more difficult, if it could be 
done at all before too late to be useful* Again, our present diffioulties 
with Japanese military systems are in large part occasioned by oar failure 
to devote sufficient study to these systems over the pest few years; but 
it must be realized that limitations on funds and personnel made such 
studies impossible, because with the snail staff of SIS personnel from 
1930 to 1940 it was all that this personnel could do to keep abreast of 
the Japanese diplosatio systems, for which G-2 was clamoring* 

(2) Continuity in cryptanalytic studies also requires continuity 
in intercept work, for w;ithout tho basic raw material no studies at all 
can be conducted on actual traffic and purely theoretical studies nay be 
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i^r off the ra«l no auittsF hem sucoessful. Contin\ 2 ity 

In intercept worV mamnn, of course, that the eqaiptaent and porsozmel of 
the Interoopt senrioe have to be jsalntained and thus, these are available 
at the outbreak of mr, for ioDnediate, useful work* Ihilsas eryptanalytle 
studies are pursued the need for the raaintenanee of adequate Intercept 
stations soon disappears, for It presently begins to look as though the 
work done by the intercept personnel is useless and funds for this activity 
are withdrawn* 



1 

LS' ■ 








(3) Continuity in oryntanalytlo studies is neceesaiy because 
cryptanalysis is cot a static aoienoe or art •- it must progress as orypt»» 
'graphio soienee prs^ressee^ iii the past few years great strides have 
baen made in the latter, especially as regards the devslcpment of ecssplex 
electrical and mechanical cryptographic devices and naohinsry* Uoreovwr, 
the oryptana lytic work dose during the last war has been publicised* As 
alluded te^bove, "the dmerioan Black Chamber” in partioular^has ezeroised 
a wide influence in putting certain nations which had bean quite backward 
in their crypto^rapl^ on their guard, causing them to engage In studies and 
developments for the improvement of their codes and ciphers* The result is 
that the cryptographic systans of these nations have bsoome more and more 
difficult to analyse* It ia important to note that iBq>rovMtent in crypto* 
graphy usually comes in successive esall steps, and If the opposing crypt* * 
analyst can keep in step with these progressive Inoreases In oomplezlty he 
can, as a rule, W in "a read the new systems almost at fast 

as ti^ey ere pui'^lnto usage* l!f ihere’ is muciTof a lag in the ei^twaTysis 
the cryptographer gets too far ahead for the crsrptanalyst to eateb 
quickly; in tome oases oatohing up beooites impracticable or hsposslble* 



( 4 ) Finally, it may be noted that continuity in oryptsnalytic 
studies brings improvements in our om cryptographic aystems and mathoda, 
without which we may ba lulled into a falsa eanee of eaourlty and remain 
blissfully ignorant, of what some foreign oryptanalytlo bureau may ba doing 
with our supposedly secret oommunlcations* It can ba said that tha rreateat 
blow that can ba dealt to aigiul security work Is lose of ewatinuity in 
oryptanalytic studies , for It means that a disastrous blow has been de^ 
llvered to technical "effleienoy of both the cryptographic and cryptanalytie 
services for w4r*tlme fun.etioEd.ng * 

IS* It may be pertinent to add that the British Sovernment Iwgan its 
cryptanalytie ectlvitlea in 1914 and never desisted from them for oven a 
month since then, though of course on a smaller scale than was reached at 
tha height of these activities in 191B-^191B« However, it was on a scale 
sufficient to enable them to keep up with tha diplonatlo traffic of moat 
of tha gcremmonta of aty consequence in the world in which they had an 
interest* The British built up a corps of about 55 to 40 able oryptanalysts, 
inoludlnp Ancy and Havy offlcora pemanantly assigned to orypt&nalytle 
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duties* They ?aaiataified cryptanalytic units in London, India, Africa, 
China, and so on tho officers balng transferred froca one unit tO’ 
another btit sonstautly staying in crjrptanaljrtlo -trork* The result is 
that today, i^ile ouf SIS has eolvod and can perhaps again sGjVe sora-. .. . 
difficult individual problaras, in overall cOTorape of the field tiio 
British organisation is ooneidarably ahead of ours* It is olSar that no 
country is too saall for thajcs to have an iatorset in that ocnmtry*8 socrot 
cOmBUnicatioas, ^d they nr© today able to read the traffic of most coun» 
trios on vhloh thoy have had continuity since the last *ar# 



14* Finally, If we are not to repeat once more ths: mistakas made 
nt the close of the last vnr lu respeot to signal security tsorli:, every 
effort should be nadc to place tlio present orgsmisatioa on the most flnn, 
permanant foundation it is possible to erect, fho eervloe should cot be 
considered as meroly an appendage to the fuaotiono perforeed by the Signal 
Coi^e only in tiij» of war but as a permanent service tliat operates oa a 
large ecale In peace-tinne as ■aell as in 



Ifl Ilian f * Priodnan, 

Director of CcBrataunications i^oscareh* 



Originally written 
end dated June 29, 1942# 
Minor ohangoE made on 
April 2, 1943<. 



Attaohed * 

& Tubs, A to £i, incl* 
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